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Form A
Bidder Contact Sheet

Request for Proposal Number 6006 Z1

Form A should be completed and submitted with each response to this RFP. This is intended to
provide the State with information on the bidder's name and address, and the specific person(s)
who are responsible for preparation of the bidder’s response.

Preparation of Response Contact Information

Bidder Name:

The Rushmore Group, LLC

Bidder Address:

316 South Coteau Street, Suite 100
Pierre, 8D 57501

Contact Person & Title:

E-mail Address:

Telephone Number (Office):

Stephen L Tracy, Chief Executive Officer

(6UD) 224-88YY

Telephone Number
(Cellular):

(605) 670-9159

Fax Number:

(605) 224-8989

Each bidder shall also designate a specific contact person who will be responsible for responding
to the State if any clarifications of the bidder’s response should become necessary. This will also
be the person who the State contacts to set up a presentation/demonstration, if required.

Communication with the State Contact Information

Bidder Namé:

The Rushmore Group, LLC

Bidder Address:

316 South Coteau Street, Suite 100
Pierre, 8D 57501

Contact Person & Title:

E-mail Address:

Telephone Number (Office):

John New, Senior Consultant

{bUD) L24-BOYY

Telephone Number
(Cellular):

(605) 222-9218

Fax Number:

(605) 224-8989

©® 2019 by The Rushmore Group, LLC
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SECTION 1

REQUEST FOR PROPOSAL FOR CONTRACTUAL SERVICES FORM
this Request for Proposal for Contractual Services form, the bidder guarantees compliance
BIDDER MUST COMPLETE THE FOLLOWING
with the procedures stated in this Request for Proposal, and agrees to the terms and conditions unless
otherwise indicated in writing and certifies that bidder maintains a drug free work place.

Per Nebraska's Transparency in Government Procurement Act, Neb. Rev Stat § 73-603 DAS is
required to collect statistical information regarding the number of contracts awarded to Nebraska
Contractors. This information is for statistical purposes only and will not be considered for
contract award purposes.

NEBRASKA CONTRACTOR AFFIDAVIT: Bidder hereby attests that bidder is a Nebraska
Contractor. “Nebraska Contractor” shall mean any bidder who has maintained a bona fide place
of business and at least one employee within this state for at least the six (6) months immediately
preceding the posting date of this RFP.

| hereby certify that | am a Resident disabled veteran or business located in a designated
enterprise zone in accordance with Neb. Rev. Stat. § 73-107 and wish to have preference, if
applicable, considered in the award of this contract.

| hereby certify that | am a blind person licensed by the Commission for the Blind &
Visually Impaired in accordance with Neb. Rev. Stat. §71-8611 and wish to have preference
considered in the award of this contract.

FORM MUST BE SIGNED USING AN INDELIBLE METHOD (NOT ELECTRONICALLY}

FIRM: The Rushmore Group, LLC

COMPLETE ADDRESS: 316 South Coteau Street, Suite 100
Pierre, SD 57501

TELEPHONE NUMBER: (605) 224-8899

FAX NUMBER: oo

DATE:

SIGNATURE:

TYPED NAME & TITLE ¢

SIGNER:

© 2019 by The Rushmore Group, LLC Page 2
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The Contractor shall not allow any Subcontractor to commence work until the
Subcontractor has equivalent insurance. The failure of the State to require a COlI, or the
failure of the Contractor to provide a COIl or require subcontractor insurance shall not limit,
relieve, or decrease the liability of the Contractor hereunder.

In the event that any policy written on a claims-made basis terminates or is canceled
during the term of the contract or within one (1) year of termination or expiration of the
contract, the contractor shall obtain an extended discovery or reporting period, or a new
insurance policy, providing coverage required by this contract for the term of the contract
and one (1) year following termination or expiration of the contract,

If by the terms of any insurance a mandatory deductible is required, or if the Contractor
elects to increase the mandatory deductible amount, the Contractor shall be responsible
for payment of the amount of the deductible in the event of a paid claim.

Notwithstanding any other clause in this Contract, the State may recover up to the liability
limits of the insurance policies required herein.

1. WORKERS’ COMPENSATION INSURANCE

The Contractor shall take out and maintain during the life of this contract the statutory Workers'
Compensation and Employer's Liability Insurance for all of the contactors’ employees to be engaged
in work on the project under this contract and, in case any such work is sublet, the Contractor shall
require the Subcontractor similarly to provide Worker's Compensation and Employer's Liability
Insurance for all of the Subcontractor's employees to be engaged in such work. This policy shall be
writlen to meet the statutory requirements for the state in which the work is to be performed, including
Occupational Disease. The policy shall include a waiver of subrogation in favor of the State.
The COI shall contain the mandatory COl subrogation waiver language found hereinafter. The
amounts of such insurance shall not be less than the limits stated hereinafter. For employees working
in the State of Nebraska, the policy must be written by an entity authorized by the State of Nebraska
Department of Insurance to write Workers' Compensation and Employer's Liability \nsurance for
Nebraska employees.

2. COMMERCIAL GENERAL LIABILITY INSURANCE AND COMMERCIAL

AUTOMOBILE LIABILITY INSURANCE

The Contractor shall take out and maintain during the life of this contract such Commercial General
Liability Insurance and Commercial Automobile Liability Insurance as shall protect Contractor and
any Subcontractor performing work covered by this contract from claims for damages for bodily injury,
including death, as well as from claims for property damage, which may arise from operations under
this contract, whether such operation be by the Contractor or by any Subcontractor or by anyone
directly or indirectly employed by either of them, and the amounts of such insurance shall not be less
than limits stated hereinafter.

The Commercial General Liability Insurance shall be written on an occurrence basis, and provide
Premises/Operations, Products/Completed Operations, Independent Contractors, Personal Injury,
and Contractual Liability coverage. The policy shall include the State, and others as required by
the contract documents, as Additional Insured(s). This policy shall be primary, and any
insurance or self-insurance carried by the State shall be considered secondary and non-
contributory. The COI shall contain the mandatory COI liability waiver language found
hereinafter. The Commercial Automobile Liability Insurance shall be writlen to cover all Owned, Non-
owned, and Hired vehicles.

€ 2019 by The Rushmore Group, LLC Page 17
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SECTION 2 - CORPORATE OVERVIEW
A. Bidder Identification and Information

Name and Address

The Rushmore Group, LLC
Corporate Headquariers

316 S Coteau Street, Suite 100
Pierre, SD 57501

Phone, Fax Numbers, and E-mail Address
Corporate Headquarters

Phone: 605-224-8899

Fax: 605-224-8989

Ownership Type and Profit/Non-Profit Status
Rushmore is a limited liability company established and maintained under the laws of the
State of South Dakota. It is organized as a for-profit entity.

Year Established
The company was formed in 1997.

Name and Form Changes
Our name and organizational form has not changed since inception.

Identification Numbers
Rushmore’'s Federal Identification Number; 91-1773222

Officer Authorized to Negotiate on Behalf of Corporation
Stephen L. Tracy, Chief Executive Officer
E-Mail: stephen.tracy@rushmore-group.com

Organizational Mission
Rushmore was created and is dedicated to the concept of providing high quality, value-added
services to customers/clients at a fair and competitive price. Our guiding principles and
company objectives include:
s To provide services that are of the highest value;
o To provide our customers/clients with the level of service and exceptional value that
compels them to be an advocate for Rushmore;
» To provide our customers/clients with what they need, not just what they want;
s To remember that our customers/clients are the reason we exist; and
o To provide opportunities for our employees to expand their knowledge and to grow in
their abilities.

@ 2019 by The Rushmore Group, LLC Page 26
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B. Financial Statements

Rushmore is not a publicly held corporation.

Description

Our company is financially secure. We have sufficient working capital to provide for on-going
needs and access to a line of credit should such additional resources be required. Like all
fiscally responsible organizations, Rushmore maintains comprehensive insurance coverage
including general liability, automobile liability, excess umbrella liability coverage, workers’
compensation, and any other prudent and necessary insurance as may be dictated or required
by the terms and conditions of current contracts.

Size
Rushmore is a small business consisting of 2 Members (the owners of the firm) and 29
Associates.

Longevity
The company was formed under the laws of the State of South Dakota on February 19, 1997.

Client Base

Our consulting practice has worked extensively with governmental entities and has a focus
on issues that surround state operations. Rushmore has vast experience with all aspects of
day-to-day state operations, experience acquired through successful careers in these
environments and during the delivery of consulting engagements to many different state
government environments across the United States. We have had the opportunity to work
with or are in the process of providing services to state and or county governments in
Alabama, Alaska, California, Colorado, Connecticut, Delaware, Idaho, lllinois, lowa, Kansas,
Maryland, Missouri, Montana, Nebraska, Nevada, New Hampshire, New York, North Dakota,
Ohio, Pennsylvania, Rhode Island, South Dakota, Utah, Vermont, Virginia, West Virginia,
Washington, Wyoming, and the Commonwealth of Puerto Rico.

Areas of Specialization and Expertise

Rushmore offer clients a broad spectrum of consulting assistance to improve the efficiency
and customer satisfaction of their programs. With respect to these areas, Rushmore focuses
and concentrates our collective efforts on providing assistance that addresses the entire
process from the point of view of front-line staff all the way to strategic planning for top-level
management. More specifically, our portfolio of services run the gauntiet from quality and
case review systems, one-on-one training of workers, to office operations reviews and
organizational health assessments.

Banking Reference

Gregory Goodman

Wells Fargo Bank, NA

333 E. Sioux Avenue

Pierre, South Dakota

Phone: 605-224-6460
Gregory.i.goodman@wellsfargo.com

© 2019 by The Rushmore Group, LLC Page 27
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Disclosures
Rushmore knows of no judgements, pending or expected litigation, or other real or potential
financial reversals, which might materially affect the viability or stability of the organization.

C. Change Of Ownership

There is no anticipated change in ownership or control of the company during the twelve (12)
months following the proposal due date. While changes in ownership are unlikely, Rushmore
will promptly notify the State of any such changes.

D. Office Location

The Rushmore office location responsible for contract performance pursuant to an award from
the State of Nebraska is:

Corporate Office

316 S Coteau Street, Suite 100
Pierre, SD 57501

Phone: 605-224-8899

Fax: 605-224-8989

E. Relationships with the State

The Department of Health and Human Services — Division of Children and Families contracted
with Rushmore to customize and deploy Rushmore’s Case Review System (NEARS).
s Time Period for the Project: 06/01/2011 - Current
» Contact Person: Shannon Grotrian
s Telephone: 402-471-2738
« E-mail: Shannon.Grotrian@nebraska.gov

F. Bidder’s Employee Relation to the State

No party named in this proposal response is or was an employee of the State of Nebraska
within the past thirty-six (36) months.

No employee of any agency of the State of Nebraska is employed by the bidder or is a
subcontractor to the bidder, as of the due date for proposal submission.

G. Contract Performance
The bidder has had no contract(s) terminated for default during the past five (5) years.
The bidder has not at any time during the past five (5) years any contract(s) terminated for

convenience, non-performance, non-allocation of funds, or any other reason for which
termination occurred before completion of all obligations under the initial contract provisions.

© 2019 by The Rushmore Group, LLC Page 28
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H. Summary of Bidder's Corporate Experience

Our work over the past nineteen years in conducting case reviews and designing,
implementing, and training automated quality information and case review systems combined
with our knowledge of HBCS, PERM, SNAP, Medicaid, and CHIP program policies and
procedures and Quality Control processes has ensured that Rushmore has met the needs of
our clients. The types of services provided by Rushmore that are relevant to this project
include:

e Business Process and Management Consuiting. Concentrated around program
accuracy, corrective action planning, and strategic planning these services provide us
a unique platform from which to understand and address the data required by
management for the effective and efficient administration of the programs. Services
relevant to this proposal include but are not limited to:

—» Quality Review System — Rushmore has created an inimitable solution to align
existing quality assurance and improvement processes with federal and state
reporting requirements while producing meaningful information for systemic
improvement. Rushmore’s quality review system ensures the gathering of accurate
information that supports and facilitates the development of strategies that are
targeted at the verifiable cause of the problem. The system allows for electronic
remediation activities creating efficiencies within review protocols and maximizing
resources.

—» Conduct case reviews - Rushmore conducts case reviews of assistance programs,
including but not limited to PERM, Medicaid, CHIP, SNAP, TANF, TANF Work, and
Child Care. We have conducted projects involving the review of as many as 14,000
cases in a single state. Rushmore’s case reviews:

o Ensure immediate, accurate administration of cases through identification of
errors;

Identify error-prone policies and procedures;

Identify the scope of the problem (i.e. worker, supervisor, office, etc.);

|dentify the action/element in which errors are occurring;

|dentify the specific root cause of errors,

identify stratum in which errors are occurring;

Identify the training needs of workers, units, offices, regions, and state;

Identify areas appropriate for policy and procedure clarification; and

Ensure that reviews are conducted consistently.

o0 o o0 o 0 O

_ Develop corrective action strategies — Employing data obtained from the case
reviews, Rushmore assists clients in developing corrective action strategies that
are sufficiently detailed, measurable, and appropriately targeted at the root causes
of errors.

-» Conduct Quality Control training — Rushmore conducts QC error analysis reviews,
QC assessment workshops, QG review training, and error review mitigation training
to assist states in their goal of arriving at a correct error rate. Rushmore’s
philosophy—arrive at the correct case disposition—and our accompanying QC
practices establish a process that is aligned towards supporting error reduction

© 2019 by The Rushmore Group, LLC Page 29
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goals. This proactive approach is not satisfied that an error exists on a case but
rather is satisfied only when every opportunity to arrive at a correct determination
has been exhausted.

e Systems Development and Implementation. These services focus on the design and
deployment of case review systems, user training, and ongoing maintenance of the
systems. Specific services include but are not limited to:

— Quality review system user workshops - Rushmore researches the program policies
and procedures and facilitates and conducts work sessions with identified staff to
gather information necessary to support the development of the quality review form
and management reports to specifically meet the needs of the client.

— Design and deployment of the web-based quality review systems — Based on the
technical requirements and information gathered during the user workshop
Rushmore develops the quality review form, management reports, and conducts
internal testing. Following the configuration and modifications to the system,
Rushmore works with the client to install, initiate, and initially operate the system
for purposes of acceptance testing. After completion of any additional requested
modifications the final installation package is submitted to the client.

- Development and presentation of quality review system training — Rushmore
develops and conducts training that includes, but is not limited to:
o Quality review methodologies;
o Analysis of data to identify training needs, enhance staff performance, and
develop and monitor corrective action plans.

—» Quality Review Maintenance - As with all software products, on-going revisions and
updates are completed to ensure that the product is current and technically reliable.
These product enhancements are clearly desirable from both our perspective and
from a user perspective thus they are made available to the users under
maintenance contracts. Unique circumstances are commonly identified by users
where reasonable modifications to the software would serve to enhance
functionality with respect to their operational needs.

» Education and Training. Our training facilitates knowledge transfer in an informative,
educational, and enlightening manner.

—» Develop and present training — In addition to the training provided relative to the
case review process, Rushmore trainers have extensive experience in the
development and presentation of training to line staff, administrators, and trainers
in the following areas:

o Performance improvement plans;

o Corrective action planning;

o Time and caseload management; and
o Program policy.

© 2019 by The Rushmore Group, LLC Page 30
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The following matrix provides a summary of Rushmore’s experience in the areas addressed
by the RFP. Rushmore was the prime contractor for all these projects and did not subcontract
any of the work. Rushmore has identified Project ID entries A through C as initiatives most
closely aligned in size, scope, and complexity with the RFP requirements. Rushmore has
worked with more than 25 states and numerous counties on the development and deployment
of quality review systems. The three projects are only a sample to demonstrate Rushmore's
extensive experience in completing projects of similar size, scope, and complexity in addition
to our experience in conducting case reviews, providing quality control review assessment
and process training for the Rushmore Quality Review System.

o E [}
s 13 5|3
_\@ 6 8 x o
Project g gg Sof % 85
D E2| 53 | E8| B |22
A South Dakota — Dept. of Health and Human Services P x | x
- QIDS System
North Dakota — Dept. of Human Services — QIDS
B System P X[ X
Nebraska — Dept. of Health and Human Services —
c Case Review System P X X | XX

Relevant Case Review Experience — Project ID Corresponds to Matrix

A. South Dakota — Department of Health and Human Services
QUALITY IMPROVEMENT DATA SYSTEM
Configuration, modification, ongoing maintenance for HCBS quality improvement system.
Supports the ability for a state to submit very specific information about their quality
improvement systems and supports their ability to provide timely and adequate information
in an annual waiver report to CMS.
o Time Period for the Project: 07/01/2013 — 06/30/2019
» Completion Dates:
o Scheduled: 08/30/2014
o Actual: 06/30/2014
Prime Contractor, No Subcontractor
Budget
o Scheduled: $625,250.00
o Actual: $625,250.00
e Reference Information
o Contact Person: Qriginal: Dan Lusk; Current: Darryl Miliner
o Telephone: 605-773-5945
o E-mail: Darryl. Millner@state.sd.us

B. North Dakota — Department of Health and Human Services
QUALITY IMPROVEMENT DATA SYSTEM
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Configuration, modification, ongoing maintenance for HCBS quality improvement system.
Supports the ability for a state to submit very specific information about their quality
improvement systems and supports their ability to provide timely and adequate information
in an annual waiver report to CMS.
o Time Period for the Project: 05/01/2017 — 06/30/2019
¢ Completion Dates:
o Scheduled: 06/30/2018
o Actual: 06/30/2018
¢ Prime Contractor, No Subcontractor
o Budget
o Scheduled: $303,850.00
o Actual: $303,850.00
» Reference Information
o Contact Person: Colette Perkins
o Telephone: 701-328-8935
o E-mail: cperkins@nd.gov

C. Nebraska Department of Heaith and Human Services
CASE REVIEW SYSTEM
The Department of Health and Human Services — Division of Children and Families
contracted with Rushmore to customize and deploy Rushmore’s Case Review System
“NEARS" to support the on-going case reviews for ADC, SNAP, Medicaid, Energy, and
Child Care Eligibility.
¢ Time Period for the Project: 07/01/2011 - 06/30/2019
s« Completion Dates:
o Scheduled: 07/01/2011
o Actual: 07/01/2011
« Prime Contractor, No Subcontractor
» Budget
o Scheduled: $153,950.00
o Actual: $153,950.00
+ Reference Information
o Contact Person: Shannon Grotrian
o Telephone: 402-471-2738
o E-mail: Shannon.Grotrian@nebraska.gov
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Project Manager — John New

John will have overall responsibility for this project. He will be actively engaged in all aspects
of the project. Some, but certainly not all of his responsibilities will include: ensuring all
activities and tasks are completed within the established time frames; conducting quality
assurance reviews; preparing, participating and conducting conference calls and meetings
with DHHS personnel, and preparing reports.

As project manager for the HBCS South Dakota and North Dakota Quality Management
Systems, John was involved in all aspects of those projects. Some of his tasks included:

+ Review of state quality assurance processes.

» Configuration of elements and questions to capture the necessary data to all for the
reporting of HCBS performance measures and state required quality assurance
activities.

» Developing new functionality and modifications for the Rushmore quality information
data system.

e Conducting testing and regression testing of developed systems,

John's background as a supervisor and manager with the South Dakota Department of Human
Services provides him the unique ability to understand all facets of the HBCS QIDS process.
Additionally, since joining Rushmore in 2017, John has overseen Quality Management
Systems for both the South Dakota and North Dakota projects and has the spearheaded the
development, modification and implementation of many changes to our software.

Janet Oft — Senior Congultant

Janet has been with Rushmore for 12 years and previously with the South Dakota Department
of Social Services for 6 years. Her current work includes ongoing development, modification,
implementation and training of review applications that include eligibility, child welfare, in
home support, developmental disability, appeals and child support services for a number a
states and counties. Her background experience has provided Rushmore the unique ability
to understand and meet the needs of the client in the review system process.

With the important role of acting as the liaison between the client and programmer, she has
been an integral part of the Rushmore team that is administering a Payment Error Rate
Measurement (PERM) project with CMS. Her various positions have involved program and
systems development, audits, budget development, and policy making.

Glen Haberman - Senior System Analyst

Glen is the programming lead for the development of our QIDS system and will be primarily
responsible for the configuration of the QIDS system. He has nearly thirty years of experience
in software development including specific experience in the development of health, human,
and social services review applications. He was the lead in the development of review systems
in Nebraska, Rhode Island, Virginia, Kansas, Missouri, North Dakota, South Dakota, and
Madera County.
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J. Subcontractors

Rushmore does not intend to subcontract any part of this project.
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SECTION 3 - TECHNICAL APPROACH

A. Understanding of the Project Requirements

Authorized in 1981, section 1915(c) of the Social Security Act is the most commonly used
authority to offer Home and Community Based Services (HCBS). Under this authority, states
may request HCBS waivers, approved initially for three years, and subject to renewal in five-
year cycles. Approvalfrenewal is contingent upon meeting the assurances defined in statute.
In 2003, the United States General Accounting Office (GAQ) issued a report critical of the
Centers for Medicare and Medicaid Services (CMS) and state oversight of the waiver
programs. In response to the GAQ report, CMS formulated an action plan for HCBS waiver
quality. The plan provided states with more detailed guidance regarding HCBS quality
improvement, requiring states to submit very specific information about their quality
improvement strategy and requesting that states provide timely and adequate information in
an annual report to CMS. In 2006, CMS issued version 3.4 of the HCBS wavier application
template that included a section dedicated to the state’s proposed quality improvement
strategy.

In 2008, CMS issued a revised HCBS waiver application template that specified
requirements states must meet to demonstrate compliance with statutory assurances and
ensure the heaith and welfare of waiver participants. States are required to identify
performance measures to assess waiver performance and provide metrics for each of the
waiver assurances and sub-assurances.

In January 2014, CMS issued the Home and Community Based Services Settings Final
Rule. The Final Rule established requirements for qualities a setting must meet to eligible
for reimbursement for HCBS provided under the auspices of Medicaid statue in sections
1915(c), 1915(i) and 1915(k). The Final Rule provided guidance for an outcome-based
definition of HCBS rather than being solely based on the brick and mortar for which states
must be compliant with by March 17, 2022. Person-centered planning processes were also
specified through the issuance of the Final Rule and required to be implemented
immediately. The Final Rule specified many attributes of person-centered plan that must be
present. For example, the planning process must be directed by the individual, reflect
personal preferences, ensure health and welfare, and identify the individual’s strengths,
preferences, needs and desired outcomes.

In March 2014, as follow-up to the requirements in the Final Rule, CMS issued a document
providing states information on modifications to the required quality assurance system
states must implement. Through this document CMS updated the assurances and sub-
assurances states must develop metrics for, reporting requirements for remediation activities
and required Quality Improvement Projects for any metric not meeting a quality threshold of
86%.

On January 28, 2019, CMS released Version 3.6 of the HCBS waiver technical guide and
application. While the updated Version does not include significant changes, additions and
modifications regarding information related to quality of life surveys and updates to reflect
recent CMS guidance and policy.
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To assist states with meeting the required quality metrics and measuring and monitoring
Final Rule provisions, Rushmore’s Quality Management System (QMS) is a product of two
decades history of supporting human and social service agencies. Rushmore has created
an inimitable solution to align existing quality assurance and improvement processes with
federal and state reporting requirements while producing meaningful information for
systemic improvement.

Sound quality improvement strategies start with good data. Rushmore’'s QMS facilitates a
comprehensive process that builds quality into the administration of the review procedures
conducted by the State. It provides an effective, efficient and reliable mechanism for
capturing relevant information permitting the identification of issues; summarizing and
presenting detailed, in-depth finding with respect to the cited errors; providing a broad array
of reports to support State quality decisions and development of provider corrective action
plans; and permitting the measurement of improvement over time as initiatives are
implemented. (Rushmore’s QMS, which the Quality Improvement Data System (QIDS) will
be configured from will be referred to as the QIDS throughout the remainder of this
document).

The QIDS will encompass all required components to allow the DHHS measurement of
compliance with federal and state authority, HCBS waiver assurances, monitoring of the
Final Rule and Transition Plan, and participant satisfaction:

+ Case File Review — review service plan and health and safety information for
participants accessing state |D/DD services to confirm compliance with waiver
assurances and state authority. The QIDS will allow for DHHS providers to remediate
identified issues within a case file review electronically negating the need to produce
paper reviews,

¢ Qualified Provider — review DHHS providers to verify they meet qualifications prior to
service delivery and ongoing as prescribed by the state. The QIDS will allow the
provider to remediate any identified issues electronically negating the need to produce
paper reviews.

e Policy Implementation — review DHHS providers written policies and procedures prior to
providing services and the application and implementation of written policies and
procedures on an ongoing basis as prescribed by the state. The QIDS will allow DHHS
to conduct targeted reviews to monitor policy changes in conjunction with updated HCBS
waiver requirements and administrative or state authority. The QIDS will allow the
provider to remediate any identified policy or procedure errors electronically negating the
need to produce paper reviews.

s Third-party Accreditations — review of DHHS providers by the Division of Public Health
with the survey results input into the QIDS. The QIDS will allow the provider to remediate
any identified inspection issues electronically negating the need to produce paper
reviews.

¢ Corrective Action Plans — incorporates assurance metrics not meeting quality threshold
as defined by DHHS, identified qualified provider or policy implementation issues found
during the corresponding review protocol and identified inspection issues into an
electronic corrective action plan. DHHS and the provider will have the ability to
electronically track performance expectations and benchmarks on corrective actions
through the QIDS.
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+ Complaints — input of complaints received by DHHS and allow for the tracking and
completion/resolution of the complaint.

» Participant Satisfaction — input of survey data received by DHHS to allow for tracking
and trending of the eligibility process and the delivery of services.

The robust reporting provides the solid foundation for effective monitoring and continuous
evaluation of developmental disability supports and services. Rushmore’s expertise in
gathering information essential in assessing system performance is demonstrated through
the reporting mechanism that allows users to produce information critical to decision making.
A combination of standardized and ad hoc reports allows users to identify individual DHHS
provider or systemic issues and pinpoint potential causes. Real time data provides a means
to address urgent situations and reverse trends prior to completion of established reporting
periods. Reports allow for analysis to address training needs at the state or DHHS provider
level: issue policy memorandums or safety bulletins; identify and address error-prone
policies and procedures. Performance measures for CMS assurances are accessible in real
time and at statewide and provider specific detail. This analysis will allow DHHS to identify
the nature and frequency of the underlying issue(s) critical in formulating corrective action
strategies that support and sustain true system improvement to move beyond “what went
wrong?”.

Rushmore’s QIDS ensures the gathering of accurate information that supports and
facilitates the development of strategies that are targeted at the verifiable cause of the
problem(s). Encoded in the system is demographic information relative to each type of
review being conducted (participant case file, qualified provider, inspections), the
assurance(s) and sub-assurance(s) or state authority reviewed, the overall review finding,
and the precise reason for the identified weakness. As noted, the QIDS provides for
electronic remediation activities of all review types thus creating efficiencies within review
protocols and maximizing resources. The QIDS also encourages DHHS provider
collaboration by providing a methodology for the state and DHHS providers to have
consistent and reliable data by which to benchmark and improve performance. DHHS
providers will have access to the QIDS tools to engage in quality self-assessments thereby
allowing comparison of their individual performance to that of the delivery system.

In summary, Rushmore’s QIDS will provide DHHS with a comprehensive process to build
and sustain quality in the administration of its approved 1915(c) HCBS waivers:

Design

The QIDS provides a configurable off the shelf product to capture information relative to the
multitude of review types.

Discovery
The QIDS records and reports data for each waiver appendix and subsequent performance
measure as well as the Transition Plan.

Remediation
The QIDS allows for remediation of identified deficiencies at the individual waiver participant
and DHHS provider level.

System Improvement
The QIDS facilitates the electronic development and monitoring of plans of correction for
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each DHHS provider across the service delivery system thus providing data necessary to
revise quality strategies as necessary prior to the completion of reporting periods.

B. Development Approach

Rushmore’s QIDS is a configurable off-the-shelf system that will provide DHHS with the
components necessary to meet its continuous quality improvement needs and provide
necessary data to effect true system transformation. The QIDS will be configured to allow
DHHS the ability to measure compliance with federal and state authority, HCBS wavier
assurances, the Final Rule and Transition Plan, and participant satisfaction:

» Case File Review — elements and questions will be configured to allow for review of
service plan and health and safety information for participants accessing state ID/DD
services, by type of HCBS waiver, to assure compliance with waiver assurances and
state authority.

¢ Qualified Provider — review DHHS providers to verify qualifications are met prior to
providing services and continue to be met during ongoing service delivery.

e Policy Implementation — review DHHS providers application and implementation of
written policies and procedures prior to providing services and ongoing as prescribed by
federal and state authority.

s Third-party Accreditations — review of DHHS providers by the Division of Public Health.

e Corrective Action Plans — incorporates review findings deviating from required
implementation into an electronic corrective action plan.

« Complaints — component will be developed to capture information relative to complaints
received by DHHS from various stakeholders.

» Participant Satisfaction — component will be configured based on satisfaction survey
questions DHHS utilizes to receive information from individuals applying for and
accessing ID/DD services and supports.

The key to the QIDS is precisely identifying the reason for an identified weakness.
Rushmore’s system employs a unique and innovative system of elements and questions to
define review protocols resulting in objective, consistent and reliable review findings. As part
of the configuration process, Rushmore will work with DHHS to define the elements (federal
or state authority) that will be reviewed in each QIDS review protocol and development of
the subsequent questions to further define the review protocol. The in-depth analysis of the
elements and questions ensures training, policy and procedure clarification and corrective
action strategies are targeted at the verifiable cause of the problem(s). in addition to federal
and state authority and regulation, authority can be expanded to include state and waiver
specific review protocols, waiver application instructions and other materials that inform the
review process. The authority tied to each element is available for view via the data entry
screen and supports the reviewer in making decisions on the outcome of the element.

The QIDS will allow DHHS to leverage technology to enable simultaneous data gathering
and reporting to support and facilitate analysis of data critical to remediation and system
improvement. The QIDS allows free form comments by the user conducting the review to
include instructions for corrective actions, steps to clarify policy and procedures and provide
commendations to the staff or DHHS provider being reviewed.
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The QIDS is a security role base system. Each user is required to have a unique user ID
and password to access the system. The user role assigned to each person will dictate
access to QIDS components as well as what the user can add, modify, delete and their
ability to query reports from the system. As previously described, DHHS providers will have
access to the QIDS however will only have access to the information associated with their
organization. Additional information related to QIDS security can be found in the Technical
Requirements Matrix.

Through a Scope of Work process Rushmore will work with DHHS to assure the QIDS is
configured to best meet their needs. Additional detail related to development and
deliverables can be found in 3.0 E. and F.

. Technical Considerations

Rushmore will establish a secure server, hosted by Rushmore, which will be utilized during
the configuration process of the QIDS to meet DHHS' needs. DHHS will be provided access
to the secure server for user acceptance testing (UAT). Upon successful UAT, Rushmore
will package and provide the QIDS and written instructions to DHHS' Technology
Department for installation on the DHHS test site. Rushmore and identified DHHS staff will
conduct UAT on the DHHS test site to assure the QIDS implementation was successful.
After successful UAT on the DHHS test site Rushmore will provide DHHS' Technology
Department written instructions for deployment of the QIDS on the DHHS’ production
environment. This process will be utilized for subsequent enhancements requested by
DHHS.

As determined through the contract process, DHHS will have the option to configure QIDS
modules specific to a singular or multiple HCBS waivers. If DHHS determines the QIDS will
be utilized for multiple HCBS waivers configuration will include elements and questions
specific to each waiver. Choice of the appropriate HCBS waiver will be provided to the user
upon login to the QIDS and dependent on the waiver chosen the user will see the waiver
specific elements and questions for the review protocol.

QIDS allows for retaining individual remediation at the waiver participant level and DHHS
provider level. It is known the individual remediation efforts are not required to be reported to
CMS within the evidence report; however, the state must be able to produce this information
upon request by CMS. The QIDS will house this information that DHHS can provide as
requested.

Additional technical considerations for the QIDS have been addressed through the required
Technical Requirements Matrix. We respectfully request the reader of the RFP refer to the
Technical Requirements Matrix for additional information related to technical considerations.

© 2019 by The Rushmore Group, LLC Page 40



’ bﬁ STATE OF NEBRASKA HOME AND COMMUNITY BASED SERVICES PROGRAM
QuALITY IMPROVEMENT DATA SYSTEM (QIDS)
ResPONSE TO RFP NUMBER 6006 Z1

D. Technical Requirements Matrix

General Technical Requirements

This section presents the overall technical requirements that apply to the software. Describe in the Response area how the proposed solution
meets the requirement.

(c)
. 1 b
Req # Requirement Cc»(n"n)ply C‘fgr)e Cu(s.t{:m Pzrﬁy

Provide a description and diagram of the Bidder's proposed technical architecture. Include all
TEC-1 databasefweb/networking hardware, software, toals, etc. Indicate where the solution is hosted. X
Indicate if any components are needed on the client and/or loaded on servers, etc.

Response: Rushmeore’s Quality Management System, which the QIDS will be configured from, will be referred to as the QIDS throughout the
remainder of this document.

The QIDS will be hosted on the State of Nebraska servers. The application is constructed around Microsoft's ASP.Net technology, using
VB.Net for server-side business process and database logic, and VB Script for client-side user interface, input management, and validation
logic. Targeted for the Microsoft Web Server platform using Internet Explorer as the web browser. The use of client-side browser VB Script
requires Internet Explorer 11 with Compatibility View for backward compatibility. Chrome, Firefox, and other browsers are not supported. The
information is stored in a Microsoft SQL Server database.

Describe how the proposed solution is responsive to mobile technology and works with mobile

TEC-2 devices such as smart phones or tablets.

Response: The QIDS will work with tablets. The QIDS will not compatible with smart phones and requires extensive design to be considered.

Describe any third party components that are proposed as part of the solution, i.e. using Crystal
TEC-3 ; ; .
Reports as a reporting tool. Please ensure any costs for these required tools are included.
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Patty

Req # Requirement () (=)

Comply ; Core | Custom

Response: The QIDS will not utilize third party components.

Describe how the solution is designed so that business rule parameters and code lookup tables can

TEC-4 be easily updated without changing the overall application program logic.

X

Response: QIDS has internal tables used for many data entry options and business rules. Users with necessary permission can update
these internal tables.

Describe the software licensing model of the solution, including any required third party licensing. In
TEC-5 all cases, DHHS prefers a concurrent licensing model or a site licensing model as opposed to “seat’ X
or per user licensing.

Response: The source codes for the developed QIDS will be owned by the State of Nebraska thus negating any required licensing. The QIDS
will not be user limited.

Describe the upgrade and maintenance process for the proposed solution. Contractor should

TEC-S minimize downtime and impact to the users.

X

Response: Rushmore will work with DHHS to develop a planned maintenance and upgrade schedule to minimize downtime impact to users.
A typical maintenance and upgrade schedule occur on a quarterly or bi-annual basis that will be determined by DHHS and Rushmore.
Rushmore will provide DHHS with a final date to submit request for updates to the QIDS. Upon receipt of requested updates Rushmore will
complete the required programming to the QIDS and test on the secure Rushmore test site. Once the updates have met Rushmore’s internal
testing requirements DHHS will be notified and requested to test the updates. After UAT on Rushmore’s secure site is completed Rushmore
will package the update and submit to DHHS’ IT for deployment on the DHHS test site. DHHS, in conjunction with Rushmore, will test the
updates on DHHS’ test site. Upon approved UAT DHHS will deploy the update to their production system.
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. (c)
Req # Requirement o o(r:'l)ply R P p.z'r;:ity
TEC-7 Describe any impact on customizations made to the solution for upgrades and maintenance X
processes. Contractor should minimize downtime and impact to the users.

Response: Given the QIDS will be hosted on the State server Rushmore will not be able to control the downtime and impact to users.
However, Rushmore will have a secure sefrver which will allow all upgrades and enhancements to be developed, tested and approved by
DHHS. Upon approval of the upgrade and/or enhancement by DHHS Rushmore will package the information and provide specific instructions
to Nebraska IT on implementation. Rushmore and DHHS will conduct UAT on the Nebraska test site to assure the QIDS implementation
worked as intended. Once the UAT on the Nebraska test site is completed Nebraska IT will implement on the production site.

Describe any redundancy built into the proposed solution to limit any downtime in the Bidders

TEC-8 proposed solution.

Response: There is no redundancy built into QIDS. The QIDS will be hosted on the State of Nebraska servers.

Describe how the proposed solution has the ability to share data securely, including importing and
TEC-9 exporting of data to/from other application software tools, such as a Microsoft Excel file, XML, b 4
comma separated value (csv) file, etc.

Response: The QIDS will allow the user to copy produced reports from the system to other documents such as Word or Excel documents. As
noted later in this matrix, SEC 22 — 24, a banner will be developed cautioning the user only persons authorized should run reports. The same
banner will display when the user attempts to copy or print data from within system data reports.

Describe how the proposed solution has the ability to archive data per the department's required X

TEC10 record retention schedules. Describe the method and ability to adjust to changes.

Response: The QIDS will archive data that has been input into the system for an unlimited time, thereby meeting the DHHS’ retention
schedules. If DHHS determines data shall be purged from the QIDS, Rushmore will develop a script to remove said data and provide to DHHS
for deployment.
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(©
; (1 (a) (b}
Req # Requirement Comply | Core | Custom P?:g

TEC-11 Describe how the proposed solution has the ability to provide audit information on all data accessed

or changed within the system. X

Response: The QIDS will audit specific components within the system, but not all data accessed and by whom. With minor modifications the
QIDS will be compliant with this requirement and audit accessed data as well as changes to data. Additionally, the QIDS will allow users to
only access portions of the system corresponding to the securities associated with their designated system role.

TEC-12 Describe how the proposed solution allows multiple users to use the software applications and
database concurrently. The QIDS solution shall have unlimited users.

Response: The QIDS will allow for concurrent access by multiple users. If an authorized user is perferming work on a specific file review or
provider review, the QIDS will inform other authorized users the review is in use and locked. The banner will display the message the review is
in use and locked as well as provide the system user who has the review open for editing. There is not a cap on the number of users.

Describe how the proposed solution is scalable and flexible enough to accommodate any changes
TEC-13 | required by the State and/or federal statute, mandate, decision or policy. Describe any capabilities X
that allow the DHHS staff the ability to modify data fields.

Response: The QIDS will be structured to allow for system users, with appropriate security roles, to update portions of the system to
accommodate required changes. Authorized users have the ability to update the questions as needed to assure the appropriate information is
being gathered, update parameters within data reports, and assign new users fo the system. Changes to the system that require behind the
scenes programming will be conducted by Rushmore as part of the initial maintenance agreement included with the initial contract and
subsequent ongoing maintenance agreements.

If an electronic document management system is needed, provide a description of the proposed
TEC-14 document system and how it is able to support multiple objects such as pictures, documents, PDF X
file, etc.
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W | @ | o |9
Comply| Core | Custom Party
Response: The QIDS will not provide for electronic document storage. This feature will require a ground up development; however, Rushmore
has started the configuration process for our system to allow for a document repository.

Req # Requirement

Describe how the proposed solution has the ability to generate reports and ad hoc queries without

TEC-15 performance impact to user access or system response time.

X

Response: The QIDS will be configured with the input of DHHS to generate the necessary reports for continuous data review and quality
management. When DHHS identifies additional reports are needed Rushmore will work to develop the report, provide to DHHS for testing and
provide the necessary script to DHHS' technology department for deployment to the live system.

TEC-16 Describe how the system stores multiple objects such as pictures, documents, PDF files, etc. X

Response: The QIDS currently does not provided for electronic document storage. This feature will require a ground up development
however Rushmore has started the configuration process for our system to allow for a document repository.
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Standards Requirements

DHHS currently operates its computer system in compliance with many technology and operational standards. These standards originate from
internal development, industry best practices and governmental mandates. The Bidder should describe how all applications provided by the
Bidder operate in compliance with these standards and practices.

o | 6

Party

Req# Requirement ) (@)

Comply | Core |Custom

If web-based system applications are required, describe what industry standard browsers are
supported by the Bidder's solution. If the system requires additional components, describe the
technical details of those components. Please describe how the solution may be accessed across
the state via a web-based portal.

STN-1

Response: The QIDS will be supported by Internet Explorer. Once the system has been deployed on the state’s web-based portal all users
with a login and password have system access.

If the Bidder's proposed solution requires any DHHS data to be stored off-site (including data "in the
STN-2 cloud”) describe how the data is stored in federally compliant data centers residing within the
continental United States of America, and if needed, follows CMS waiver, and HIPAA standards.

Response: The QIDS will be stored on the state's servers.

Describe how the Bidder's proposed solution maintains that all data contained within the system is

STN-3 the property of DHHS, and that DHHS will retain the exclusive rights of use now and in perpetuity.

X

Response: The QIDS will be configured to meet the needs of DHHS. Once the system has been configured the system becomes the
property of DHHS and Rushmore will continue fo provide support to maintain the system per the maintenance agreement. DHHS and the
State of Nebraska will maintain ownership of all source codes.
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W | @ | & | ©

3rd
Comply | Core |Custom Party

Req # Requirement

Describe how the Bidder's proposed solution complies with accessibility requirements described in
STN4 AR CFER RR /A ot can and with State nf Nahraska accessibility requirements located at

Response: The QIDS will require extensive design and customization to meet the standards identified in the 2-101 Accessibility policy. DHHS
will have the ability to extract the data requested by a person with a disability and provide the data and information in a format that meets the
person’s needs.

Descnbe how the Bidder's proposed solution complies with digital signature requirements described

Lol PRIl O o diimem Aol Rl Pl Oad OO0 0244 Dromndmr +m

STN-5 st definition

| o e e

Response: The QIDS will not use digital signatures.

Describe how the Bidder's proposed solution conforms to the sub-parts of Section 508 of the
STN-6 Americans with Dig~hil#~s Ant FANAY and anv gther appropriate State or federal disability X
legislation. Refer

Response: DHHS will have the ability to extract the data requested by a person with a disability and provide the data and information in a
format that meets the person’s needs.

Descnbe how the Bidder's proposed solution is consistent with all HIPAA, Medicaid Privacy rules,
STN-7 oo mtsro—s —oetedews —-d - ote s esivemients as defined and adopted by DHHS. Refer to X
or DHHS policies and standards.
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©
. 1) (a) (&)
Req # Requirement Comply | Core |Custom Pzrgy

Response: The QIDS application is developed to meet HIPAA standards wherever applicable. The application web server and data storage
would be hosted on DHHS hardened servers and intranet. Public-facing access for providers will follow DHHS standards. QIDS requires the
use of SSL/TLS certificate and HTTPS for client-browser access. Rules for strong passwords, account activity auditing, application inactive
time-out, and least-privilege role-based user security are part of QIDS. Required password changes, inactive account expiration, and
password re-use rules would be configured and delivered. If a determination is made that encryption-at-rest is required for implementation,
encryption would be achieved through the DBMS — Microsoft SQL Server's Transparent Data Encryption (TDE) or Cell Level (Colurmn)
Encryption.

If the solution requires client software to be installed, describe how the Bidder's proposed solution
STN-8 assures that all software used for the solution can be distributed, installed and configured in an X
unattended "silent" manner.

Response: The QIDS will not require client software to be installed.

Current DHHS policies prevent users from making administrative changes and downloading software

STN-9 locally to their PC. Describe how the Bidder's proposed solution supports this policy.

Response: The QIDS will not require client software to be installed.

Current DHHS policies recommend not storing any data locally in the event that a user's desktop PC
STN-10 needs to be reimaged (which deletes locally stored data). Describe how the Bidder's proposed X
sclution supports this policy.

Response: The QIDS will be stored on the state’'s servers. The system allows a user to query data from the system in the form of reports
which can be stored on their local desktop however the original data remains housed within the system. If a user’s desktop is reimaged the
data that may be lost remains stored within the system for access.

STN-11 Describe the Bidder's report design teols and output formats. X
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(c}
. 1 b
Regq # Requirement C;m}ply & Cugt’om Ps:gy

Response: The QIDS uses ASPX pages for reporting.

Describe how the Bidder's proposed solution maintains licensed software, including all third-party
STN-12 software, no more than two supported versions behind the latest release, and updated with latest
security patches.

Response: Rushmore maintains software no more than two supported versions behind the latest release.

STN-13 Describe how the Bidder's proposed solution ensures that all access to any State-hosted device is

provided using agency-provided methodology. X

Response: The application will run on State-hosted web and db servers within the State’s current intranet infrastructure. The application
requires that both internal and public-facing traffic be over HTTPS, SSL/TSL connections, using certificate(s) provided by and managed by the
State. The application does not access other State devices and does not support mobile devices that do not use Internet Explorer 11.
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Error Handling Requirements

The management of the system requires that all occurrences of errors be logged for review and that critical errors be accompanied by
appropriate alerts. Authorized users need to be able to query and review the error log and configure the alerts.

(c)
; (n (a) {b)

Req # Requirement Comply | Core |Custom P::rc:y
ERR-1 Describe the Bidder's proposed Error Handling functionality. X
Response: The QIDS would need development for this functionality.

Describe how the Bidder's proposed solution provides a comprehensive set of edits at the point of
ERR-2 data entry to minimize data errors and provide immediate feedback in order for incorrect data to be X
corrected before further processing (e.g., spell check).
Response: The QIDS will be configured to provide a multitude of edits to minimize data errors. Standard edits such as spell check are

included with the off the shelf system. Additional edits within the system will be customized to meet the needs of DHHS by system component
to assure quality data. When a customized edit is triggered the system user will receive a pop-up message providing them details specific to
the error the system has identified.

Describe how the Bidder's proposed solution ensures all errors are written and categorized to an

to external communication mechanisms {e.g., e-mail and texi messaging).

ERR-3 error log. Describe how the Bidder's proposed solution allows for a user to view, filter, sort, and X
search the error log.

Response: The QIDS would need development for this functionality.

ERR-4 Describe how the Bidder's proposed solution allows for user-defined alerts of errors, including those X

Response: The QIDS would need development for this functionality.
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(c)

whenever an error is encountered.

. (N (a) (&)
Req # Requirement Comply | Core |Custom P::Sty

ERR-5 Describe how the Bidder's proposed solution provides for the generation of standard and X
customizable error reports.

Response: The QIDS would need development for this functionality.

ERR-6 Describe how the Bidder's proposed solution includes a comprehensive list of error messages with X
unique message identifiers.

Response: The QIDS would need development for this functionality.

ERR-7 Describe how the Bidder's proposed solution displays errors to the user/operator in real-time X

error.

Response: The QIDS will be configured to provide a multitude of edits to minizine data errors. Standard edits such as spell check are
included with the off the shelf system. Additional edits within the system will be customized o meet the needs of DHHS by system component
to assure quality data. When a customized edit is triggered the system user will receive a pop-up message providing them details specific to
the error the system has identified. Prior to being able to save the input data in the system the user will be required to address/correct the

ERR-8

Describe how the Bidder's proposed solution has the ability to suppress error messages based upon
user-defined criteria.

Response: The QIDS would need development for this functionality.
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Database/Data Management Requirements

DHHS requires the benefits inherent with a relational database management system (RDBMS). The accessibility, flexibility and maintainability

achieved through normalized data structures are essential to achieving the business objectives outlined in this RFP.

. {c)
Req # Requirement Ccf;)pw & el Paarrct!y
Describe the Bidder's proposed Database architecture. Indicate what database software (DBMS) is
DBM-1 " X
used by the proposed application.
Response: QIDS uses Microsoft SQL Server.
DBM-2 Describe the Bidder's proposed Database Warehouse solution, if applicable.
Response: Not applicable.
Describe how the Bidder's proposed solution is built upon an integrated data model, such as a
DBM-3 Relational Database Management System (RDBMS), with referential integrity enforced. Describe X
the integrated data model.
Response: QIDS uses Microsoft SQL Server.
Describe how the Bidder's proposed integrated data model has the capability to support triggers,
DBM-4 stored procedures, alerts, user-defined functions and data types, and system-defined functions and X
data types.
Response: QIDS uses Microsoft SQL Server.
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software. Describe your process for planning, creating, testing and deploying your solution.

(c)
. e¥ (a) {b)
Req # Requirement Comply | Core | Cusiom Pzr:y
DBM-5 Describe how the Bidder's proposed RDBMS has native-DBMS support of XML. X
Response: QIDS uses Microsoft SQL Server.
DBM-6 Describe how the Bidder's proposed solution allows changes to be made available immediately on- X
) line.
Response: QIDS uses Microsoft SQL Server.
DBM-7 Describe how the Bidder's proposed solution facilitates data structure changes to accommodate new X
services, changing requirements and legislative mandates.
Response: QIDS uses Microsoft SQL Server.
DBM-8 Describe the Bidder's proposed standard software development life cycle (SDLC) for deploying X

Response: Rushmore will utilize an internal secure site for development of the QIDS which will also be utilized by DHHS staff for UAT. Upon
successful UAT the QIDS will be provided to DHHS' IT for deployment to its test site and then to the QIDS production site. This process will
continue as updates and upgrades are completed for continual QIDS improvements.

DEM-8

Describe how the Bidder's proposed solution provides the flexibility to extract and load data into
standard non-proprietary software formats.

Response: QIDS uses Microsoft SQL Server.
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Req #

Requirement

(1)

(a)

{b)

{c)
3rd

Comply | Core |Custom Party
Describe how the Bidder's proposed solution maintains an automated history of all transactions,
DBM-10 including, but not limited to: date and time of change, "before” and "after" data field contents, and X
operator identifier or source of the update.
Response; The QIDS will audit specific components within the system but not all data accessed and by whom. With minor modifications the

QIDS will be compliant with this requirement and audit accessed data as well as changes to data. Additionally, the QIDS will allow users to

only access portions of the system corresponding to the securities associated with their designated system role.

Describe how the Bidder's proposed software database conforms to the Open Database

DBM-11 | onnectivity Standard (ODBC). X
Response: QIDS uses Microsoft SQL Server.
DBM-12 | Describe how the Bidder's proposed solution is compliant with the Structured Query Language. X
Response: QIDS uses Microsoft SQL Server.
DBM-13 Describe how the Bidder's proposed solution provides utilities or other tools for administrative Users X
to evaluate data relationships between tables.
Response: QIDS uses Microsoft SQL Server.
DBM-14 Describe how the Bidder's proposed solution provides a diagnostic tool or utility to identify X

contaminated and corrupt files and locate the contamination within the file.

Response: QIDS uses Microsoft SQL Server.
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Backup and System Recovery Requirements

DHHS requires the ability to create backup copies of the software and to restore and use those backup copies for the basic protection against
system problems and data loss. This requirement refers to all application system files, data files, and database data files. The Bidder's
proposed solution should provide a comprehensive and easily manageable backup and recovery process that is responsive to DHHS needs.

The Bidder's proposed solution should identify and implement a system recovery plan that ensures component failures do not disrupt services.
The plan should be completed, implemented, and tested prior to system implementation,

The successful Bidder's solution should specify all needed hardware, software, and tools, and the plan should clearly define all roles,
responsibilities, processes, and procedures. The solution should be sufficiently flexible to integrate with existing DHHS capabilities and
accommodate future changes.

*NOTE*: If your RFP requires data to be backed up upon a certain schedule, and/or returned to operations within a certain period of time,
those requirements should be defined below.

W | @ | o9

Req # Requirement Comply | Gore |Custom| 5o

Describe the Bidder's proposed Backup and System Recovery plan and readiness. Describe and
provide a copy of the Bidder's service level agreement on returning the solution to service from a
backup. Describe the Bidder's proposed backup retention schedules — daily, weekly, monthly,
guarterly, etc.

BKP-1

Response: The QIDS will be hosted on the State of Nebraska servers.

Describe the Bidder's proposed Disaster Recovery Plan. Describe and provide a copy of the

BKP-2 Bidder's service level agreement on returning the solution back to operational service.

Response: The QIDS will be hosted on the State of Nebraska servers

© 2019 by The Rushmore Group, LLC Page 55



%

STATE OF NEBRASKA HOME AND COMMUNITY BASED SERVICES PROGRAM
QUALITY IMPROVEMENT DATA SYSTEM (QIDS)
REsPONSE TO RFP NuMBER 6006 Z1

Req #

Requirement

{1)
Comply

(a)

Core

(b

Custom

(c)
3rd

Pasty

BKP-3

Describe how backups of the Bidder's proposed solution are able to be scheduled without user
intervention and without interruption to the system.

Response: The QIDS will be hosted on the State of Nebraska servers

BKP-4

Describe how the Bidder's proposed solution provides testing and validation processes for all of the
backup requirements listed previously (BKP-1, BKP-2, and BKP-3).

Response: The QIDS will be hosted on the State of Nebraska servers

BKP-5

If there is a backup faiture or downtime, describe the Bidder's proposed method and timing of
communication to DHHS.

Response: The QIDS will be hosted on the State of Nebraska servers
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Security and Audit Requirements

M

(a)

(b)

(c)

specific requirements:

Req # Requirement Comply | Core |Custom 3rd
Party
Describe the Bidder's proposed security safeguards integrated into their application and how these
safeguards address DHHS security.
SEC-1 Refer to DHHS Information Technology (IT) Access Control Standard (DHHS-2013-001-b) for X

Response: QIDS requires use of SSL/TSL connections from client browser. Rules for strong passwords, account activity auditing, application
inactive time-out, and least-privilege role-based user security are part of QIDS. Required password changes, inactive account expiration, and
password re-use rules would be configured and delivered. If a determination is made that encryption-at-rest is required for implementation,

encryption would be achieved through the DBMS — Microsoft SQL Server's Transparent Data Encryption (TDE) or Cell Level {Column)

45 CFR §§ 85 et seq. Security standards for PHI

e Mffimm Af tha Katinnal Canrdinatar'e Natinnwida Privany and Sacnrity Framewaork for Flectronic

Refer to the Nebrasl.r:l NMNHHS Intarmation svstems and 1 acnnolioay becun[y FOUCIES dnd -‘.‘.)l'dlIUHrdS
for more informatior

Encryption.
Describe how the Bidder's proposed solution complies with Federal, State, and division-specific
security requirements including but not limited to:
e Health Insurance Portability and Accountability Act (HIPAA) of 1996, and including but not
limited to all regulations
¢ Health Information Technology for Economic and Clinical Health Act (HITECH) of 2009, and
including but not limited to all regulations.
o = A A
SEC-2 X
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Req #

Requirement

1)
Comply

(a)

Care

(&)
Custom

{c)
3rd
Party

Nebraska Electronic Signature Statute: QIDS does not use electronic signatures.

¢ HIPPA, HITECH, CMS-Medicaid: QIDS requires use of SSL/TSL connections from client browser. Rules for strong passwords,
account activity auditing, application inactive time-out, and least-privilege role-based user security are part of QIDS. Required
password changes, inactive account expiration, and password re-use rules would be configured and delivered. If a determination is
made that encryption-at-rest is required for implementation, encryption would be achieved through the DBMS — Microsoft SQL
Server's Transparent Data Encryption (TDEYCell Level (Column) Encryption.

e 45CFR 85, Privacy Act: QIDS collects only the minimum PII/PHI needed for the purpose of completing a review. Alternatively, QIDS
can be configure to not collect PII/PH! depending on DHHS requirements for the review.

« Security Framework for Electronic Exchange of PI/PHI: Individuals will not be accessing QIDS directly to view their own PI/PHIL.
Consumer/client requests to view PII/PHI would be channeled through DHHS or Providers.

SEC-3

Describe how the Bidder's proposed solution meets the DHHS requirements for unique user 1D
access. Include:

Specification on configuration of the unique user ID.

How the unique user ID is assigned and managed.

How the unique user ID is used to log system activity.

How the system handles the creation of duplicate user |D accounts.

Response: The QIDS will require each user to have a unigue user ID and password 10 access the system. System users, with the
appropriate security role, have the ability to create and manage user IDs. The system will not allow the creation of duplicate user 1D accounts.
Rushmere will work with DHHS to create user |Ds during the development and configuration of the QIDS for users known to DHHS that will

require system access.
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Req # Requirement

{1
Comply

(a)

Core

(b}
Custom

{c)
3rd

Party

Describe how the Bidder's proposed solution meets the DHHS standard for administering
passwords:

¢ Initial Password assignment.

SEC4 = Strong Password Requirements.

« Password reset process.

» Password expiration policy.

defined number of unsuccessful log-on attempts.

+ Password controls for automatic lockout access to any user or user group after an administrator-

password.

Response: The QIDS will require the user to have a unique user ID and password. Rushmore will work with DHHS to create user IDs and
passwords during the development and configuration of the QIDS for users known to DHSS that will require system access. The system will
require each user to update and change their assigned password the first ime they access the system. Additionally, the system will require
users to follow the password standards established by DHHS to include at least one UPPER CASE alpha character, one lower case alpha
character, one numeric value and one special character that are minimally eight characters in length. The system will require system users to
update their password every 60-days and will disable a user’s account after three unsuccessful logon attempts. System users with the
appropriate assigned security roles will have the ability to inactivate a system user at any time determined necessary as well as reset a user

Describe how the Bidder's proposed solution meets the requirements for unique system
administration access. Include:

SEC-5 » Specification on configuration of the unique system administration ID.

» How the unigue system administration 1D is assigned and managed.

¢ How the unique system administration ID is used to log system activity.

security features.

Response: The QIDS is a security role-based system. Only those users identified as being a system administrator will have access to the
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M

(a)

(b

(©

Req # Requirement Comply | Core |Custom P3rd
arty

Describe how the Bidder’s proposed solution meets the requirements for unique database
administration access. Include:

SEC-6 « Specification on configuration of the unique database administration ID. X
» How the unique database administration ID is assigned and managed.
e How the unique database administration ID is used to log system activity.

Response: The QIDS is a security role-based system. Only those users identified as being a system administrator will have access to the

security features. Users with the QIDS system administration role are able to view the application activity Jogs (audit). Database
administration at the Regional Database Management System level will be managed by the State and State designated DBA's.

SEC-7

Describe how the Bidder's proposed solution supports the use of multi-factor authentication.

Response: QIDS does not support multi-factor authentication.

SEC-8

Describe any security processes for managing security updates, and integrated components subiject
to vulnerability, including anti-virus.

Response: The QIDS will be hosted on the State of Nebraska servers.

SEC-S

Describe how the Bidder's proposed solution provides the ability to maintain a directory of all
personnel who currently use or access the system.

X

Response: The QIDS will provide DHHS a component within the system which will display all users who have been assigned a user ID and
password for the system. Adding a user to the system is limited to those who have the appropriate security roles for this function. This allows
DHHS another level of security within the QIDS.
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e | 5

Party

Req # Requirement 1 @

Comply | Core |Custom

State of Nebraska requires authentication and authorization of users through an enterprise directory
known as the Nebraska Directory Services (NDS) to access web-based applications. Describe how
the Bidder's proposed solution will integrate NDS authentication.

SEC-10 Refer to the Nebraska Information Technology Commission Security Architecture — Authentication X
and Authorization — Identity and Access Management Standard for State Government Agencies (8-
302) for specific requirements:

http://nitc.nebraska.gov/standards/8-302.htmi

Response: If application forms authentication is not used the application has the option to read the Windows client user ID and verifies it is a
valid user ID in the QIDS internal security table.

Describe how the Bidder's proposed solution provides rule-based security and allows restricted
access to system features, function, screens, fields, database, efc. Role authentication may occur at
the directory level, application level, or database level {depending on database solution). Describe
the security administration functions integrated into the proposed system that manage role-based
access to system functions, features, and data. Include a description of:

» How and where the proposed system stores security attributes or roles (e.g., LDAP attributes,
database tables, a file}.
SEC-11 |« Theinterface between the LDAP and the application, if roles are assigned in an LDAP directory. X

¢ How roles are created and security is applied to the role based on how and where security
attributes are stored (if multiple options describe each).

« How groups are defined and how roles and security are applied to each group.
s How access limits are applied to screens and data on screens by role or group.
» How users are created and assigned to one or more roles or groups.

« How role and group creation and assignment activity is logged.

Response: QIDS uses internal security roles to limit access to pages, records or individual controls on pages.

© 2019 by The Rushmore Group, LLC Page 61



'ps STATE OF NEBRASKA HOME AND COMMUNITY BASED SERVICES PROGRAM
QuALITY IMPROVEMENT DATA SYsTeM (QIDS)
REsSPONSE TO RFP NUMBER 6006 Z1

{c)

requirements.

. 1 b
Req # Requ'rement Ca(m)piy Cfgse Cu(s.t)om pirgy
Describe how the Bidder's proposed solution automatically disconnects based upon inactivity, as
required by DHHS Policies and Procedures. Describe how the feature is administered and what
effect disconnect has on any activity or transaction in process at the time of disconnection.
SEC-12 Refer to DHHS Securing Hardware and Software Standard (DHHS-2013-001-A} for specific X

Response: The QIDS is configured to disconnect the user from the program after 25-minutes of inactivity. Upon disconnection the user is
required to login to resume system access. Any information the user had not saved at the time of disconnection will need to be re-keyed.

Describe how the Bidder's proposed solution protects Confidential and Highly Restricted Data from
unauthorized access during transmission. Describe transmission safeguards that are integrated into
the proposed system to protect data during transmission, including any encryption technology.

Refer to DHHS Information Technology (IT) Security Policy {DHHS-2013-001) for specific

ranliramantae’

SEC-13

Response: QIDS requires the use of SSL/TSL.
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(c)
. 1 b
Req # Requirement oo e ol ¢

Describe how the Bidder's proposed solution provides System Auditing functions, including but not X
limited to:
e The user |D of the person who made the change.
+ The date and time of the change.
» The physical, software/hardware and/or network focation of the person while making the change.

SEC-14 s The information that was changed.
¢ The outcome of the event.
« The data before and after it was changed, and which screens were accessed and used.
Refer to DHHS Information Technology (1T} Audit Standard {DHHS-2013-001-F) for specific audit
ramiiramanto:

Response: QIDS provides auditing functions of changes to records.
If the proposed system processes Confidential and Highly restricted Data, describe the Bidder's X
auditing functions for all data that is accessed and viewed, regardiess of whether the data was
changed. Describe the auditing functions which should include but is not limited to:
s The user ID of the persen who viewed the data.
» The date and time of the viewed data.

SEC-15

» The physical, software/hardware and/or netwark location of the person viewing the data.
e The information that was viewed.

Refer to DHHS Information Technology (IT) Audit Standard (DHHS-2013-001-F) for specific audit
reauirements:

Response: QIDS provides auditing of the viewing of records.
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. n (@) (e}
Req # Requirement Comply | Core |Custom P::Sty
X

If the Bidder's proposed solution has the ability to override edits, describe how the solution audits all

SEC-16 overridden edits and identifies information including, but not limited to, the login ID, date, and time.

Response: The QIDS does not allow the override of edits.

Describe how the Bidder's proposed solution produces daily audit trail reports and allows inquiries,

SEC-17 | showing updates applied to the data.

Response: QIDS provides viewing of audit history of individual reviews. The QIDS will be developed to provide daily audit trail reports and
inguiry.

Describe how the Bidder's proposed solution provides an auto archive/purge of the log files to
SEC-18 prevent uncontrolled growth of the log and historical records storage using administrator-set
parameters.

Response: The QIDS will be developed to purge application log files using administrator-set parameters. SQL RDBMS database log files
would be managed by the state DBA.

Describe how the Bidder's proposed solution supports encryption of data at rest or an equivalent X
SEC-19 alternative protection mechanism. Describe the proposed encryption of data. If data is not
encrypted, describe in detail compensating controls.

Response: When encryption at rest is required, QIDS uses Microsoft SQL Server’s Cell Level (Column) Encryption, or Transparent Data
Encryption (TDE) at the database level. The encryption key management for SQL Server involves both Rushmore and State DBA.

Describe how the Bidder's proposed solution incorporates any system or network infrastructure into X

SEC-20 the solution.
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w || o] @

3rd
Comply | Core |Custom Party

Req # Requirement

Response: QIDS will rely on State infrastructure and intranet/internet networking, Microsoft 1IS web server, and Microsoft SQL Server.

Describe how the Bidder's proposed solution adheres to the principle of “Fail Safe” to ensure that a X

SEC-21 system in a failed state does not reveal any sensitive information or leave any access controls open
for attacks.

Response; At the application level, QIDS is programmed to use a global application error handler and routes all errors to a generic error
page. At the web server level, the site is also configured to not send error details to the browser and to route HTTP errors to a generic error

page.

Describe how the Bidder's proposed solution is configurable to prevent corruption or loss of data

SEC-22 already entered into the solution in the event of failure.

Response: QIDS does not use application (.Net) or SQL Server database transactions, and does not have roll-back capability if a data update
fails. In the event of a failed update there is the potential for a single user to lose the most recent work. QIDS relies on the SQL Server
database backup plan implemented by the State DBA for catastrophic failure. If a daily differential or transaction log backup schedule is used,
the database can be restored to a point in time during the day.

Describe how the Bidder's proposed solution, upon access, displays a message banner indicating X
SEC-23 that this application is only to be accessed by those individuals who are authorized to use the
system.
Response: The QIDS will require minor modifications to display a banner on the system login screen.
X

Describe how the Bidder's proposed solution, prior to access of any Confidential or Highly Restricted
Data, displays a configurable warning or login banner (e.g. "The solution should only be accessed by
authorized users"). In the event that a solution does not support pre-login capabilities, describe how
the solution displays the banner immediately following authorization.

SEC-24
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1

(a)

(b}

{c)

Req # Requirement Comply | Core |Custom 3rd
Party
Response: The QIDS will require minor modifications to display a banner on the system login screen.
Describe how the Bidder's proposed solution recognizes Confidential and Highly Restricted X
SEC-25 information in screens, reports and views (e.g. PHI and SSN). Restrict distribution and access
based upon system security settings and roles. Include warmings on printed and viewed reports.
Response: The QIDS will require minor medifications to display a banner on the report function as well as prior to printing reports.
Describe how the Bidder's proposed solution alerts staff authorities identified by DHHS of potential X
SEC-26 violations of security and privacy safeguards. Incidents that involve or could potentially involve
) Confidential or Highly Restricted data must be reported immediately as defined in DHHS Policy
DHHS-2013-001-E DHHS IT Incident Management Standard.

programmed to provide immediate alerts to designated staff.

Response: The application has the capability to record failed sign-on attempts and attempts to sign-on concurrently with the same user ID.
The activity log can be searched and viewed by an application administrator; however, an email notification process would need to be

Describe how the Bidder's proposed solution provides the capability to monitor events on the

SEC-27 information system, detects attacks, and provides identification of unauthorized use of the system.

X

The activity log can be searched and viewed by an application administrator.

Response: The application has the capability to record failed sign-on attempts and attempts to sign-on concurrently with the same user L.

Describe how the Bidder's proposed solution provides a process for archiving and/or destroying data
and sanitizing storage media in conformance with DHHS and Division data governance policies and
subject to applicable HIPAA, and federal (e.g., Federal Information Processing Standards (FIPS),
National Institutes of Standards and Technology (NIST), and State laws.

SEC-28

X

hardware Rushmore will not have the ability to sanitize storage media and will rely on the state to complete this function.

Response: The QIDS will require minimal effort to develop a solution to archive and/or destroy data. As the application will be hosted on state
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Requirement

{1)
Comply

(a)

Core

{b)
Customn

{c)
3rd
Party

SEC-29

Describe how the Bidder's proposed solution provides the capability to identify and report on
unauthorized attempts to access information in the system, based on user-defined criteria.

X

Response: The application’s role-based security prevents unauthorized access to information or reports. In addition, the application has the
capability to log the event when data is viewed or a report is run.

SEC-30

Describe how the Bidder's proposed solution has defined and deployed strong controls (including
access and query rights) to prevent any data misuse, such as fraud, marketing or other purposes.

Response: QIDS uses role-based security to ensure that only users with the appropriate role can add, modify, delete, search, or report on
information in the database.

SEC-31

Describe how the Bidder's proposed solution supports logging to a common audit engine using the
schema and transports specified by DHHS. Describe how the solution exports logs in such a
manner as to allow correlation based on time {(e.g. Coordinated Universal Time [UTC]
synchronization).

Response; The QIDS solution does not support logging to a common audit engine, and does not export logs but an application admin has the
ability to search the activity audit tables, sorted by event date-time (local date format, not converted to UTC).

SEC-32

Describe how the Bidder's proposed solution supports removal of a user's privileges without deleting
the user from the solution to ensure a history of user's identity and actions.

Response: QIDS allows for the deactivation of users. Deactivated users cannot access the system, but alt audit informaticon is retained.
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System and User Documentation Requirements

DHHS requires the awarded contractor to develop, electronically store and distribute system documentation to include, at a minimum:

s User Manuals
« System Documentation
s A complete Data Dicticnary

The awarded contractor should provide a complete Data Dictionary. The Data Dictionary is to include definitions of all data elements and tables
where they reside.

A sample of all user manuals should be included in the Bidder's response to the RFP. Please provide a link to your online manual.

W | @ | o |9

Req # Requirement Comply | Cere |Custom|

Describe how the Bidder's proposed solution provides on-line Help for all features, functions, and
data element fields, as well as descriptions and resolutions for error messages, using help features
including indexing, searching, tool tips, and context-sensitive help topics. Describe how the solution
provides context-sensitive on-line help features/functionality.

DOC-1

Response: The QIDS will provide a Help Guide for each developed component within the system. Each Help Guide is customized to provide
the user with information on the specific component and is available as an on-screen PDF document or may be printed by the user. The Help
Guide button exists on each component screen.

Describe how the Bidder's proposed sclution provides an on-line User Manual with a printable
DOC-2 version available. The documentation should include full mock-ups of all screens/windows and X
provide narratives of the navigation features for each window/screen.

Response: The QIDS will provide a Help Guide, customized for each component within the QIDS, that is available as on on-screen PDF
document that may be printed by the user. The Help Guides will be created during the development phases of the QIDS and provided to
DHHS for review and subsequent approval. A sample mock-up of the User Manual can be found in Appendix F.
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)

(a)

(£}

{c}

Req # Requirement Comply [ Core |Custom 3rd
Party
Describe how the Bidder's proposed solution will have on-line Reporting Manual with a printable
DOC-3 version available that includes descriptions, definitions, and layouts for each standard report. Include X
definitions of all selection criteria parameters and each report item/data element, all field calculations
defined in detail, and field and report titles.
Response: The QIDS will provide a Help Guide for each developed component within the system. Each Help Guide is customized to provide

the user with information on the specific component and is available as an on-screen PDF document or may be printed by the user. The Help
Guide button exists on each component screen. Each report that is configured for the QIDS will have a report description associated with iton
the reports page.

Describe how the Bidder's proposed solution provides DHHS a comprehensive on-line Installation

DOC-4 and Technical System Operation manua] with a printable version available. X
Response: The QIDS will provide an on-line Help Guide for users with the security roles for installation and operations.
Describe how the Bidder's proposed solution provides an entity-relationship model, class diagram
DOC-5 and a table of contents with data dictionary for report creation by the State that is regularly updated X
and includes table, field, and relationships.
Response: The QIDS does not provide for user level report creation. To preserve the system programming reports are typically developed by

Rushmore for testing and approval by the client and upon approval applied to the production system. The state DBA would grant access for
direct queries on the database and Rushmore would provide entity-relationship model.

DOC-6

Describe how the Bidder's proposed solution provides a data dictionary which includes user-defined
fields and tables which can be viewed online and kept updated for each modification.

X

Response: The QIDS will contain an on-line Help Guide providing user-defined fields and tables. Rushmore works to maintain this document
to correspond to each system update that is completed.
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Training Requirements

This section presents the overall training requirements that apply to the software. They are not specific to any technology or platform.

w | @ | ol ®

3rd
Comply | Core |Custom Party

Req # Requirement

Describe how the Bidder's proposed solution develops and provides training materiat to DHHS for
initial training and updates to training material for ongoing training on enhancements and changes
made to the system. The content of these materials should be consistent with the on-line Help, User
Manual, Reporting Manual and Operating Procedures.

TRN-1

Response: Trainings and manuals, specific to each component, will be developed as the system is configured.

Describe the Bidder's proposed solution training plan. This plan should provide both initial and
TRN-2 ongoing training. The winning Bidder is encouraged to use a combination of classroom and on-line X
learning techniques, as appropriate.

Response: Rushmore will provide training to DHHS staff, the DHHS provider network and other stakeholders as defined by DHHS. The
training for each group will be component focused and based on security roles identified by DHHS. Training will consist of in-person sessions
or webinar sessions.
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Production, Test and Training Requirements

DHHS requires three separate environments {Production, Test, and Training) in order to operate and maintain the new software on an

ongoing basis:

Test Environment — A test environment is required that mirrors the live production envirenment, including hardware and software. This test
environment will be used to test application changes before they are deployed to production. This step is an important part of quality

assurance, where all changes are tested to minimize the risk of adverse reactions in the production environment. While it is necessary to
mirror all of the functions of the production environment, it is not necessary to maintain the same load capacity.

Training Environment — A training environment is also required that allows DHHS to provide hands-on training to users. This environment
would allow DHHS to maintain unique data for use in training and conduct training without interference with the test or production
environments. This environment will have occasional use.

Req #

Requirement

(1
Comply

(a)
Core

(&)

Custom

{c)
3rd
Party

PTT-1

Describe how the Bidder's proposed solution supports several environments, i.e., production
environment, test environment, and training environment.

X

Response: Rushmore’s plan will include development of the QIDS on a secure server within Rushmore. Upon successful testing of the
developed QIDS, the system will be provided to DHHS IT for implementation on the DHHS server. Testing will be conducted to assure the
QIDS continues to function as approved on the Rushmore secure server. Once successful testing has been conducted on the DHHS test site
the application will be implemented on the DHHS production server. The Rushmare secure site will be utilized for all initial development as
well as requested system enhancements. Rushmore will maintain a duplicate copy of the production system within the secure Rushmore site
which will be utilized for training. All data contained within the secure Rushmore environment will be data that is encrypted.

PTT-2

Describe how the Bidder's proposed solution supports nen-production envirenments such as testing
and training environments. Non-production environments should contain de-identified data and not
include Confidential or Highly Restricted data.
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@ | @ o |9

Comply | Core Custom srd

Req # Requirement
Party

Response: Rushmore’s plan will include development of the QIDS on a secure server within Rushmore. Upon successful testing of the
developed QIDS, the systemn will be provided to DHHS IT for implementation on the DHHS server. Testing will be conducted to assure the
QIDS continues to function as approved on the Rushmore secure server. Once successful testing has been conducted on the DHHS test site
the application will be implemented on the DHHS production server. The Rushmore secure site will be utilized for all initial development as
well as requested system enhancements. Rushmore will maintain a duplicate copy of the production system within the secure Rushmore site
which will be utilized for training. All data contained within the secure Rushmore environment will be data that is encrypted.

Describe how the Bidder's proposed solution provides the ability to refresh any testing or training
environment at the request of DHHS. Describe the refresh process and whether the refresh process
can be completed using DHHS resources, or whether the process requires professional services
from the Bidder.

PTT-3

Response: As the QIDS will reside on the state server Rushmore will not have the ability to refresh any testing or training envirenment.

Describe the Bidder's proposed test plan practices for any changes to the solution. Describe user
PTT-4 test planning including unit testing, end-to-end testing, stress testing, and readiness testing prior to X
“go live” date.

Response: Rushmore will work with DHHS to assure the QIDS meets all requirements prior to the go live data. Rushmore will meet with those
designated by DHHS to develop the QIDS. Upon development of the Scope of Work, Rushmore will develop the QIDS by component within
the secure Rushmore site. Upon meeting internal Rushmore testing criteria each component of the QIDS will be available to DHHS
representatives for testing. This process will assure the QIDS has been tested end-to-end prior to implementation on the DHHS test site and
subsequently the production system.
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interfaces/Imports/Exports Requirements

The proposed software solution is expected to be able to interface with other State of Nebraska applications as necessary.

Req #

Requirement

(1)
Comply

(a)

Core

(b)

Custom

()
3rd
Party

INT-1

Describe the Bidder's proposed automated approach to managing interfaces.

Response: QIDS will not interface with other applications.

INT-2

Describe how the proposed solution's interfaces secure and protect the data and the associated
infrastructure from a confidentiality, integrity and availability perspective.

Response: QIDS will not interface with other applications.

INT-3

Describe how the Bidder's proposed solution has the capability to notify System Administrators/
system support staff if an interface is not available for any reason.

Response: QIDS will not interface with other applications.

INT-4

Describe how the Bidder's proposed solution provides necessary APls andfor Web services to allow
DHHS to create interfaces to and from the proposed solution.

Response: QIDS will not interface with other applications.

INT-5

If needed, describe how the Bidder's proposed solution supports data exchanges between
components in real-time so that data is aiways synchronous across the entire solution, including any
third-party components.
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{1

(a)

(b)

()

both external and internal to ensure requirements are met.

Req # ReqUirement Camply | Core [Custom 3rd
Party
Response: QIDS will not interface with other applications.
INT-6 Describe how the Bidder's proposed solution has the ability to expand data access to additional
systems that are consistent with current data standards.
Response. QIDS does not provide an interface for external applications.
INT-7 Describe how the Bidder's proposed solution conducts end-to-end testing with interface partners X

Response; As previously described Rushmore will develop the QIDS on a secure internal site. DHHS staff and identified stakeholders will
have access to the QIDS for UAT to assure system development has met expectations and requirements. After successful UAT the QIDS will
be deployed on DHHS’ test site. It will be determined by DHHS whom will have access to their internal test site and production site.
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System Performance Requirements

This section describes requirements related to the proposed systems’ on-line performance, response times, and sizing from a system architecture

standpoint.

*NOTE* If your system has specific high availability or redundancy requirements, the requirements should be defined below (see PER-5).

Req #

Requirement

(1)
Comply

(a)

Core

)

Custom

(©
3rd

Party

PER-1

Describe the Bidder's proposed system performance functionality and monitoring tools.

Response: The QIDS will be hosted on the State of Nebraska servers.

PER-2

Describe the Bidder's expected minimum response times for the following functions, even at peak
load. For example, expected response time will be within two (2) seconds 95% of the time, and
under 10 seconds for 100% of the time.

Record Search Time

Record Retrieval Time

Transaction Response Time

Print Initiation Time

Subsequent Page Display Response Time

Document Availability

Note: These response times do not include network latency, which will be measured and reported by
DHHS.

Response: The QIDS will be hosted on the State of Nebraska servers.

PER-3

Describe how the Bidder's proposed solution captures system downtimes, along with the causes of
the downtimes where applicable. Describe the Bidder's proposed method and timing of
communication to DHHS on downtimes.
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M| @l o |2

3rd
Comply | Core |Custom Party

Req# Requirement

Response: The QIDS will be hosted on the State of Nebraska servers.

Describe how the Bidder's proposed solution supports concurrent users with minimal impact to
PER-4 response time, with the ability to increase the demand on the system by 50% without modification to
the software or degradation in performance.

Response: The QIDS will be hosted on the State of Nebraska servers.

Describe how the Bidder's proposed solution is available online 24 hours a day and 7 days a week,
PER-5 89.9% of the time each month. Describe any known timeframes where the system will be X
unavailable for use.

Response: The developed QIDS will be available to authorized users at any time. The QIDS may be unavailable to users when upgrades and
enhancements are being deployed. Rushmore will work closely with DHHS to schedule these times and at a time when it is least likely users
will be utilizing the QIDS, outside of the typical work hours of M-F 8am -bpm.

Describe how the Bidder's proposed solution provides application performance monitoring and
PER-6 management capabilities, including any key performance indicators (KPI) or other meftrics to
measure and report system performance for the proposed system.

Response: The QIDS will be hosted on the State of Nebraska servers.
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E. Detailed Project Work Plan

Deliverable 1 - Workshops

As the first step in customization of this off-the-shelf product, Rushmore will review the
state’s current quality control and assurance processes to identify gaps, eliminate
redundancies and align information discovery for data compilation and reporting. QIDS
facilitates reviews that minimize reviewer bias to produce valid and reliable results.
Rushmore will facilitate and conduct workshops with identified staff and stakeholders to
gather information required to support the development of the QIDS. Workshops are
conducted with program policy, QA, operations, management, IT, training, and other
stakeholders as identified by DHHS. The QIDS wilt employ Rushmore’s trademark
element and questions to create review protocols consistent with federal and state
authority. A written implementation plan will be submitted by Rushmore to the DHHS
project manager providing written agreement, prior to the initiating the remainder of the
work within the scope of the QIDS development. The implementation plan will be a
working document subject to change.

Deliverable 2 — System Configuration

Building on the outcomes associated with the work sessions and documented in the
Implementation Plan, Rushmore will configure the QIDS. Rushmore and DHHS will
communicate to move through the system configuration phase in a timely manner.
Documentation of agreements regarding deadlines, timelines and any delays in
projections will be communicated via mutual written consent.

Deliverable 3 — Testing

Rushmore will work with designated DHHS staff and stakeholders to facilitate testing of
the QIDS. Rushmore will host a secure web site allowing designated users the ability to
access the QIDS for testing at all phases of development from the data entry forms
through creating reports. This testing methodology does not preclude the installation of
the system in the test environment of the state for additional testing.

Deliverable 4 — Installation

The QIDS will be user-installable. Following the tailoring of the application software,
Rushmore will work closely with 1T staff to install, initiate and test the application
software on the DHHS servers. This will be completed via detailed written directions and
any necessary conference calls.

Deliverable 5 — Training

Rushmore will work with DHHS to schedule and conduct training sessions for identified
users of the QIDS by role (e.g. QA staff, Inspection staff, DHHS provider staff). The
trainings will be conducted either on-site or via webinar as agreed upon by Rushmore
and DHHS in the written implementation plan.

Deliverable 6 — System Maintenance

The initial purchase price will include one-year of maintenance from the date of

installation. Maintenance for the QIDS will include:

o Rushmore will provide, as necessary, system updates to the state for the application
on at least a semi-annual basis. These system updates will include scheduled
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SECTION 5 — PROJECT DESCRIPITION AND SCOPE OF WORK

A. PROJECT OVERVIEW

Rushmore’s QIDS is a configurable off-the-shelf system that will provide DHHS with the

components necessary to meet its continuous quality improvement needs and provide

necessary data to effect true system transformation. The QIDS will be configured to
allow DHHS the ability to measure compliance with federal and state authority, HCBS
wavier assurances, the Final Rule and Transition Plan, and participant satisfaction:

e Case File Review — elements and questions will be configured to allow for review of
service plan and health and safety information for participants accessing state ID/DD
services, by type of HCBS waiver, to assure compliance with waiver assurances and
state authority.

e Qualified Provider — review DHHS providers to verify qualifications are met prior to
providing services and continue to be met during ongoing service delivery.

« Policy Implementation — review DHHS providers application and implementation of
written policies and procedures prior to providing services and ongoing as prescribed
by federal and state authority.

» Third-party Accreditations — review of DHHS providers by the Division of Public
Health.

e Corrective Action Plans — incorporates review findings deviating from required
implementation into an electronic corrective action plan.

e Complaints — component will be developed to capture information relative to
complaints received by DHHS from various stakeholders.

o Participant Satisfaction — component will be configured based on satisfaction survey
questions DHHS utilizes to receive information from individuals applying for and
accessing 1D/DD services and supports.

B. PROJECT ENVIRONMENT
The internal and external project environments consist of a range of factors that affect a
project. As in South Dakota, Nebraska is diverse in economical, demographic, ethnic
and political factors that will impact the development of the QIDS. Rushmore has vast
experience working with these diverse factors both in internal and external environments
to develop products that meet the needs of its customers. Rushmore is aware and able
to work with stakeholders identified by DHHS, both those that are internal and external
to the DHHS organization. The QIDS will be a web-based system available across the
State of Nebraska and accessible to all parties identified by DHHS.

C. BUSINESS REQUIREMENTS
Since the inception of Home and Community Based Services in 1981 the Federal
Government has been responsible to monitor these services, assuring they are delivered
in accordance with the Social Security Act. Throughout the past three decades
monitoring and reporting requirements have been continually refined. The latest
reformation was implemented in January 2019, States are tasked with providing data to
the Federal Government showing how they are meeting the requirements of quality
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services and the assurance of people’s health and safety. In order to meet these
requirements states must have quality management systems in place. To assist with this
requirement, Rushmore is able to provide DHHS with a configurable off-the-shelf product
to review, remediate and monitor requirements of HCBS waivers as well as state
authority. Rushmore’s QIDS ensures the gathering of accurate information that supports
and facilitates the development of strategies that are targeted at the verifiable cause of
the problem(s). Encoded in the system is demographic information relative to each type
of review being conducted (participant case file, qualified provider, inspections), the
assurance(s) and sub-assurance(s) or state authority reviewed, the overall review
finding, and the precise reason for the identified weakness. As noted, the QIDS provides
for electronic remediation activities of all review types thus creating efficiencies within
review protocols and maximizing resources. The QIDS also encourages DHHS provider
collaboration by providing a methodology for the state and DHHS providers to have
consistent and reliable data by which to benchmark and improve performance. DHHS
providers will have access to the QIDS tools to engage in quality self-assessments
thereby allowing comparison of their individual performance to that of the delivery
system.

D. SCOPE OF WORK
The key to the QIDS is precisely identifying the reason for an identified weakness.
Rushmore's system employs a unique and innovative system of elements and questions
to define review protocols resulting in objective, consistent and reliable review findings.
As part of the configuration process, Rushmore will work with DHHS to define the
elements (federal or state authority) that will be reviewed in each QIDS review protocol
and development of the subsequent questions to further define the review protocol. The
in-depth analysis of the elements and questions ensures training, policy and procedure
clarification and corrective action strategies are targeted at the verifiable cause of the
problem(s). In addition to federal and state authority and regulation, authority can be
expanded to include state and waiver specific review protocols, waiver application
instructions and other materials that inform the review process. The authority tied to
each element is available for view via the data entry screen and supports the reviewer in
making decisions on the outcome of the element.

E. FUNCTIONALITY

Rushmore’s QIDS is a configurable off-the-shelf system that will provide DHHS with the

components necessary to meet its continuous quality improvement needs and provide

necessary data to effect true system transformation. The QIDS will be configured to
allow DHHS the ability to measure compliance with federal and state authority, HCBS
wavier assurances, the Final Rule and Transition Plan, and participant satisfaction:

» Case File Review — elements and questions will be configured to allow for review of
service plan and health and safety information for participants accessing state 1D/DD
services, by type of HCBS waiver, to assure compliance with waiver assurances and
state authority.

e Qualified Provider — review DHHS providers to verify qualifications are met prior to .
providing services and continue to be met during ongoing service delivery.

« Policy Implementation — review DHHS providers application and implementation of
written policies and procedures prior to providing services and ongoing as prescribed
by federal and state authority.
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e Third-party accreditations — review of DHHS providers by the Division of Public
Heailth.

e Corrective Action Plans - incorporates review findings deviating from required
implementation into an electronic corrective action plan.

¢ Complaints — component will be developed to capture information relative to
complaints received by DHHS from various stakeholders.

« Participant satisfaction — component will be configured based on satisfaction survey
questions DHHS utitizes to receive information from individuals applying for and
accessing ID/DD services and supports.

F. TRAINING
Rushmore will work with DHHS to schedule and conduct training sessions for identified
users of the QIDS by role (e.g. QA staff, Inspection staff, DHHS provider staff), At a
minimum, Rushmore in cooperation with DHHS will conduct two training sessions for
each QIDS role (e.g. provider director and remediation responders) thereby allowing
users the option to attend the training session that best meets their needs. Unless
otherwise specified by DHHS, Rushmore will conduct the training sessions via webinar.
If DHHS requests on-site training, Rushmore will accommodate this by conducting
regional trainings.

G. TECHNICAL REQUIREMENTS
The Technical Requirements Traceability Matrix has been completed and can be found
in Section 3 — Technical Approach D. Technical Requirements Matrix.

H. PROJECT PLANNING AND MANAGEMENT
As the first step in customization, Rushmore will review current quality control and
assurance processes to identify gaps, eliminate redundancies and align information
discovery for data compilation and reporting. QIDS facilitates reviews that minimize
reviewer bias to produce valid and reliable results. Rushmore will facilitate and conduct
workshops with identified staff and stakeholders to gather information required to
support the development of the QIDS. Workshops are conducted with program policy,
QA, operations, management, IT, training, and other stakeholders as identified by
DHHS. The QIDS will employ Rushmore’s trademark element and questions to create
review protocols consistent with federal and state authority. A written implementation
plan will be submitted by Rushmore to the DHHS project manager providing written
agreement, prior to the initiating the remainder of the work within the scope of the QIDS
development. The implementation plan will be a working document subject to change.
Rushmore will work with designated DHHS staff and stakeholders to facilitate testing of
the QIDS. Rushmore will host a secure web site allowing designated users the ability to
access the QIDS for testing at all phases of development from the data entry forms
through creating reports. This testing methodology does not preclude the installation of
the system in the test environment of the state for additional testing. The QIDS will be
user-installable. Following the tailoring of the application software, Rushmore will work
closely with IT staff to install, initiate and test the application software on the DHHS
servers. This will be completed via detailed written directions and any necessary
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Appendix A — Certificate of Insurance

DATE (MMDDAYYYY |

L
ACORD CERTIFICATE OF LIABILITY INSURANCE —

THIS CERTIFICATE |3 ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE I3SUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificata holder ie an ADCITICNAL JNSURED, the policy(les) musi hava ADDITIONAL INSURED provialons or be endorasd.
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INSURER E :
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COVERAGES CERTIFICATE NUMBER:  CL1712068785 REWISION NUMBER:

THIS 1B TQ CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN IESUED TO THE INSURED NAMED ABDWE FOR THE POLICY FERIGD
INDICATED NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION QF ANY CONTRACT DR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INBURANCE 4FFORDED 8Y THE POLICIES GESCRIBED HEREIM 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND COMDITIONS OF SUCH POLICIES LIMITS SHOWMN MAY HAVE BEEM REDUICED BY PAID CLAIMS
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Title: Senior Consultant

Name of Person:

Janet Ott

Education

Associate Degree - 1996
Nettleton College
Medical Assisting

Bachelor Degree — 2018
Northern State University
Business Administration

# of years’ experience in area of
service proposed to provide:

18

Relationship to contractor,
number of years

Senior Consultant / Project Manager — 9 years
Reviewer — 3 years

Employers, Positions, Dates

2007 — Current
The Rushmore Group, LLC

2006 - 2007
SD Department of Social Services
Policy Analyst

2002 - 2006
SD Department of Social Services
Program Assistant

2001 - 2002
SD Department of Social Services
Parent Locator Assistant

PERM Experience

2011 - Current

s Conduct system testing of the PERM Eligibility Review
Data Collection Tool (ERDCT);

e Evaluate the functionality of the ERDCT;

¢ Reviewer for the North Dakota 2012 PERM Project

2008 - 2011
s Reviewer of the Pennsylvania and Nebraska PERM
Projects

Responsibilities for these projects included, but was not
limited to:

Conduct Medicaid and CHIP eligibility case reviews;
Conduct Medicaid and CHIP payment reviews;
Manage flow of Medicaid and CHIP case files;
Update PERM case review system as needed; and

|dentify policy and procedural issues.
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Appendix C — Sample EULA

LICENSE AGREEMENT, END USER

IMPORTANT! BE SURE TO CAREFULLY READ AND UNDERSTAND ALL OF
THE RIGHTS AND RESTRICTIONS SET FORTH IN THIS END-USER LICENSE
AGREEMENT ("EULA"). YOU ARE NOT AUTHORIZED TO USE THIS SOFTWARE
UNLESS AND UNTIL YOU ACCEPT THE TERMS OF THIS EULA.

This EULA is a binding legal agreement between and The Rushmore
Group, LLC (hereinafter “Licensor”) for the materials accompanying this EULA, including the
accompanying computer software, associated media, printed materials and any "online" or
electronic documentation (hereinafter the "Software"). By installing the Software, you agree to
be bound by the terms of this EULA. If you do not agree to the terms of this EULA, do not
install or attempt to use the Software.

1. Grant of License

The Software is protected by copyright laws and international copyright treaties, as well
as other intellectual property laws and treaties. The Software is licensed, not sold. This EULA
grants you the following rights:

A. You may install, use, access, display and run the Software.

B. You are not required to acquire a license for each separate computer that accesses
the Software.

C. Your license rights under this EULA are non-exclusive. All rights not expressly
granted herein are reserved by Licensor.

D. You may not sell, transfer or convey the Software to any third party without
Licensor's prior express written consent.

2. Price and Payment

If you have not previously paid the license fee for the Software, then you must pay the
license fee within the period indicated in the applicable invoice sent to you by Licensor.
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3. Support Services

Licensor may provide you with support services related to the Software ("Support
Services"), in its discretion. Use of Support Services, if any, is governed by Licensor's policies
and programs described in any user manual, in online documentation, and/or other Licensor-
provided materials. Any supplemental Software code provided to you as a part of Support
Services will be considered part of the Software and subject to the terms of this EULA. With
respect to technical information you provide to Licensor as part of the Support Services,
Licensor may use such information for its business purposes, including for product support and
development. Licensor will not utilize such technical information in a form that personally
identifies you except to the extent necessary to provide you with support.

4. Replacement, Modification and/or Upgrades

Licensor may, from time to time, and for a fee, replace, modify or upgrade the Software.
When accepted by you, any such replacement or modified Software code or upgrade to the
Software will be considered part of the Software and subject to the terms of this EULA (unless
this EULA is superceded by a further EULA accompanying such replacement or modified
version of or upgrade to the Software).

5. Termination

You may terminate this EULA at any time by destroying all your copies of the Software.
Your license to the Software automatically terminates if you fail to comply with the terms of this
agreement. Upon termination, you are required to remove the Software from your computer and
destroy any copies of the Software in your possession.

6. Copyright

A, All title and copyrights in and to the Software (including but not limited to any
images, photographs, animations, video, audio, music and text incorporated into the Software),
the accompanying printed materials, and any copies of the Software, are owned by Licensor or
its suppliers. This EULA grants you no rights to use such content. If this Software contains
documentation that is provided only in electronic form, you may print one copy of such
electronic documentation. Except for any copies of this EULA, you may not copy the printed
materials accompanying the Software.

B. You may not to reverse engineer, de-compile, disassemble, alter, duplicate,
modify, rent, lease, loan, sublicense, make copies of, create derivative works from, distribute or
provide others with the Software in whole or part, transmit or communicate the application over
a network.
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7. Export Restrictions

You may not export, ship, transmit or re-export software in violation of any applicable
law or regulation including but not limited to Export Administration Regulations issued by the
U. S. Department of Commerce.

8. Disclaimer of Warranties

LICENSOR AND ITS SUPPLIERS PROVIDE THE SOFTWARE "AS IS" AND WITH
ALL FAULTS, AND HEREBY DISCLAIM ALL OTHER WARRANTIES AND
CONDITIONS, EITHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING BUT NOT
LIMITED TO ANY (IF ANY) IMPLIED WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, OF FITNESS FOR A PARTICULAR PURPOSE, OF LACK OF
VIRUSES, AND OF LACK OF NEGLIGENCE OR LACK OF WORKMANLIKE EFFORT.
ALSO, THERE IS NO WARRANTY OR CONDITION OF TITLE, OF QUIET ENJOYMENT,
OR OF NONINFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR
PERFORMANCE OF THE SOFTWARE [S WITH YOU.

9. Limitation of Damages

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO
EVENT WILL LICENSOR OR ITS SUPPLIERS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES
WHATSOEVER ARISING OUT OF OR IN ANY WAY RELATED TO THE USE OF OR
INABILITY TO USE THE SOFTWARE AND WHETHER BASED ON CONTRACT, TORT,
NEGLIGENCE, STRICT LIABILITY OR OTHERWISE, EVEN IF LICENSOR OR ANY
SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THIS
EXCLUSION OF DAMAGES WILL BE EFFECTIVE EVEN IF ANY REMEDY FAILS OF
ITS ESSENTIAL PURPOSE.

10. Arbitration

Any dispute arising under this EULA will be subject to binding arbitration by a single
Arbitrator with the American Arbitration Association (AAA), in accordance with its relevant
industry rules, if any. The parties agree that this EULA will be governed by and construed and
interpreted in accordance with the laws of the State of South Dakota. The arbitration will be held
in South Dakota. The Arbitrator will have the authority to grant injunctive relief and specific
performance to enforce the terms of this EULA. Judgment on any award rendered by the
Arbitrator may be entered in any Court of competent jurisdiction.

11. Severability
If any term of this EULA is found to be unenforceable or contrary to law, it will be

modified to the least extent necessary to make it enforceable, and the remaining portions of this
Agreement will remain in full force and effect.

© 2019 by The Rushmore Group, LLC Page 95



4«8 STATE OF NEBRASKA HOME AND COMMUNITY BASED SERVICES PROGRAM
QuALITY IMPROVEMENT DATA SysTEM (QIDS)
ResPoNSE TO RFP NumMBER 6006 Z1

12. No Waiver

No waiver of any right under this EULA will be deemed effective unless contained in
writing signed by a duly authorized representative of the party against whom the waiver is to be
asserted, and no waiver of any past or present right arising from any breach or failure to perform
will be deemed to be a waiver of any future rights arising out of this EULA.

13.  Entire Agreement

This EULA constitutes the entire agreement between the parties with respect to its
subject matter, and supersedes all prior agreements, proposals, negotiations, representations or
communications relating to the subject matter. Both parties acknowledge that they have not been
induced to enter into this EULA by any representations or promises not specifically stated
herein.

© 2019 by The Rushmore Group, LLC Page 96



4/3 STATE OF NEBRASKA HOME AND COMMUNITY BASED SERVICES PROGRAM
QuALITY IMPROVEMENT DATA SysTeEm (QIDS)
RespPoNsE To RFP NumBER 6006 Z1

Appendix D — Sample of Escrow Agreement

MB-
SP

Owner Company Name Escrow Number

Beneficiary Company Name Main Contact

Addrass Line 1 Telephane

Address Line 2 Facsimile

City, State, Zip Code e-mail Address

Country

This Beneficiary Registration Form applies to the above-identified Escrow and the Software Escrow
Agreement dated (MM/DD/YYYY) to which Owner and EscrowTech International, Inc.
(*EscrowTech"} are parties {the “Escrow Agreement’).

Owner and Beneficiary have entered into one or more other agreements identified below:

License Agreement

Such agreement(s) (including addendums or amendments thereto, if any) is (are) referred to in the Escrow
Agreement as the “License Agreement.”

The following Software Products are licensed to Beneficiary pursuant to the License Agreement and
Beneficiary is registered under the Escrow Agreement for these Software Products only:

Software Product No. 1

Software Product No. 2

Software Product No. 3

Beneficiary has received and reviewed a copy of the Escrow Agreement. Beneficiary agrees to the terms
and conditions of the Escrow Agreement and is hereby made a Party thereto. Beneficiary is entitled to the
rights and benefits of a “Beneficiary” under the Escrow Agreement and accepts the obligations of a
“Beneficiary” under the Escrow Agreement.

Appendix 1, attached hereto, is part of this Beneficiary Registration Form and describes the Release
Condition and Permitted Use applicable to the Beneficiary under the Escrow Agreement.
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Agreed to and accepted by Owner and Beneficiary:

Date of Beneficiary Registration

Owner Company Name Beneficiary Company Name
Authorized Signature Authorized Signature

Name Name

Title Title

This Beneficiary Registration must be sent to EscrowTech International, inc.

EscrowTech Authorized Signature Date Received
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1. RELEASE CONDITION:

The Release Condition shall be deemed to have occurred if:

2, PERMITTED USE OF RELEASED DEPOSIT MATERIALS:

The following apply to Deposit Materials released to Beneficiary in accordance with the Software Escrow
Agreement:

a TERMINATION OF REGISTRATION — TERMINATION CONDITIONS
(see Subsection 16(b) of the Software Escrow Agreement)

In addition to other grounds for termination under Section 16 or 17, Beneficiary's Registration will terminate
if any of the following termination conditions is satisfied:

1. The License Agreement terminates; or
2. The License terminates; or

3. Owner's obligations to provide maintenance and support services to Beneficiary for the Software have
ended.
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General Counsel Contact

Additional Contacts

Attorney Company Name

Counsel Contact

Address Line 1

Telephone

Address Line 2

Facsimile

City, State, Zip Code

e-mail Address

Country

Billing Contact

Beneficiary Company Name

Billing Contact

Address Line 1

Telephone

Address Line 2

Facsimile

City, State, Zip Code

e-mail Address

Country
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Special Conditions (Sample)

1. RELEASE CONDITION
The Release Condition shall be deemed to have occurred if any of the following is satisfied:

a. Owner files a petition for protection under the U.S. Bankruptcy Code, or an involuntary petition in
bankruptcy is filed against Owner and is not dismissed within 60 days thereafter.

b. Owner defaults in its obligation to provide maintenance and support services as required by the
License Agreement (or any other contract with Beneficiary), and fails to cure such default within 10 days
after receiving written notice of the default from Beneficiary. The notice must describe the default and state
the action which Beneficiary believes is necessary to cure the default

C. Beneficiary becomes entitled to a release of the Deposit Materials (i.e., source code for the
Software) pursuant to the terms of the License Agreement.

2. PERMITTED USE OF RELEASED DEPOSIT MATERIALS:

The following apply to Deposit Materials released to Beneficiary in accordance with the Software Escrow
Agreement:

a. Beneficiary may only use the Deposit Materials to maintain, modify and enhance the Software. The
maintained, modified and enhanced Software may only be used in accordance with the License Agreement.

b. Beneficiary may not disclose the Deposit Materials to any third party and shall keep the Deposit
Materials confidential, except as provided below.

C. Beneficiary may engage the services of independent contractors {e.g., computer programmers or
an outsourced maintenance service) to assist Beneficiary in exercising its Permitted Use rights. Each such
independent contractor must agree in writing that it/he/she will not disclose or transfer the Deposit Materials
to any other person, and will not use the Deposit Materials for any purpose other than to assist Beneficiary
in exercising its Permitted Use rights. These restrictions shall not limit or negate the rights, if any, of the
independent contractor with respect to materials that are similar or identical to the Deposit Materials and
are lawfully received by the independent contractor from a source other than Beneficiary {e.g., a
maintenance service that receives similar or identical materials from other beneficiaries or licensees).

d. ltems a., b. and c. above are subject to such additional rights or limitations as may be set forth in a
provision, if any, in the License Agreement which addresses use of the released Deposit Materials by
Beneficiary.

The Permitted Use is a fully paid-up license and may not be revoked, terminated or rejected without
Beneficiary’s written consent. This Permitted Use license also includes the right to use and copy the binary,

executable and object code versions of the Software and the maintained, modified and enhanced versions
of Software created from or with the Deposit Matetials.

3. TERMINATION OF REGISTRATION — TERMINATION CONDITIONS

(see Subsection 16(b) of the Software Escrow Agreement)
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In addition to other grounds for termination under Section 16 or 17, Beneficiary’s Registration will terminate
if any of the following termination conditions is satisfied:

1. The License Agreement terminates; or
2. The License terminates; or

3. Owner's obligations to provide maintenance and support services to Beneficiary for the Software have
ended.
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Appendix E — Sample User Manual
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Introduction

This User Guide will provide the user with information related to the overall functionality and
operation of the Quality Management System. This User Guide supplements all other User
Guides.

Acronyms

Following are a list of acronyms utilized throughout the Quality Management System User
Guides:

CQL- The Council on Quality and Leadership

DD - Developmental Disability

DDPA — Developmental Disabilities Program Administrator

DDPM - Developmental Disabilities Program Manager

HCBS - Home and Community Based Services

ICF/ 1ID — Intermediate Care Facility for Individuals with Intellectual Disabilities
ID/DD - Intellectual Disability and/or Developmental Disability

N/A — Not applicable

N/R — Not reviewed

PAR — Progress Assessment Review

POC - Plan of Correction

PSI - Protective Services Information

QMS — Quality Management System

Log On

The QMS System Administrator, Administrator, or System Security will assign a logon ID and
password to allow individuals access to QMS. The QMS user will enter their user id, enter their
F\nnbu:ﬂn‘l and salant tha annrnnriatag waiver they will be working with

User ID
|johnn I

Password

[ceevanes |

Salert A Waiver

FS 360

ADLS - - ePa
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» Keystroke the first initial of the selection choice (i.e. striking the R key will select Rhodes,

Dusty);
P Nlial mim thm Lnukhaned daves arenu nntil tha dacirgd selection appears in the field.
Authority

A key feature of the QMS is access to regulatory authority. When a user is completing a review,
they have access to authority related to the review type by clicking <Authority> at the bottom of
the screen. Regulatory authority related to the review type being completed opens in a new

e m ) b m L - - -

Review information
Editing/deleting a completed review

Once a review has been completed and the user has checked the <Review Completed> radio
box and the <Save> button the review cannot be edited or deleted by any user that was been
involved with the review. Attempting to edit or delete a completed review will result in an error
message. The user attempting to edit or delete a review will need to contact another DD
Reviewer or Admin Staff to unlock the review prior to changes being made.
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